MINUTE CCMAN

POWER TECHNOLOGIES

by Para Systems, Inc.

Envision Netcard

EV-NETCARD-1G

User’'s Manual




MINUTECCMAN

FOWER TECHNGLOGIES

Copyright Information
Copyright © 2024, Para Systems, Inc.
All rights reserved.
Reproduction without permission is prohibited.

Technical Support and Contact Information
Para Systems, Inc.
Tel: 972-446-7363
Toll-free: 800-238-7272

Web: www.minutemanups.com

E-mail: support@minutemanups.com

minutemanups.com | 800.238.7272



http://www.minutemanups.com/
mailto:support@minutemanups.com

Table of Contents

CHAPTER 1: INTRODUCTION
1.1 Features
1.2 Applications
CHAPTER 2: EV-NETCARD-1G CARD
2.1 EV-NETCARD-1G LED Indicator
CHAPTER 3: SOFTWARE INSTALLATION
3.1 Envision Software Installation
CHAPTER 4: Envision Operations and Settings
4.1 EV-NETCARD-1G Discovery
4.2 Login Procedure
4.3 Firmware Upgrade
4.4 EV-NETCARD-1G Web Interface and Settings
4.4.1 Information
Information > UPS Status
Information > System Status
Information > Remote Control
Information > SMS Modem Status
Information > EV-PROBE-TH
4.4.2 Configuration
Configuration > UPS Configuration
Configuration > UPS On/Off Schedule
Configuration > Network
Configuration > Wireless LAN
Configuration > SNMP
Configuration > Email
Configuration > SMS
Configuration > Web/Telnet/FTP
Configuration > BACnet
Configuration > EV-PROBE-EH
Configuration > Modbus

minutemanups.com | 800.238.7272

MINUTECCMAN

FOWER TECHNGLOGIES

N NN g i KA

14
16
16
16
17
20
21
21
22
22
25
29
36
38
43
46
49
55
56
57




MINUTECCMAN

FOWER TECHNGLOGIES

Configuration > System
4.4.3 Log Information
Log Information > Event Log
Log Information > Data Log
4.4.4 Management
Management > Envision Web
Management > File Manager
Management > Serial Port Debug
Management > Help
Management > About
4.4.5 SNMPView Lite
SNMPView Lite > Status
SNMPView Lite > Configuration
SNMPView Lite > Event Log
SNMPView Lite > Data Log
NOTES:
Additional Notices

minutemanups.com | 800.238.7272

58
61

61

62
64
64
65
66
67
67
69
69
70
71

72
74

75



minutemanups.com | 800.238.7272




MINUTECCMAN

FOWER TECHNGLOGIES

Chapter 1: INTRODUCTION

1.1 Features

The Envision EV-NETCARD-1G is a SNMP (Simple Network Management Protocol) card for
monitoring and management of Minuteman UPS products. The EV-NETCARD-1G provides remote
control of UPS as well as monitoring of its current status. It can also support connections to a
compatible modem for sending SMS notification. The EV-NETCARD-1G is compatible with the EV-
PROBE-TH and its sensors for monitoring ambient temperature, humidity and water status. The
EV-NETCARD-1G is simple to install. Follow the directions found in the Quick Install Guide, included
with your purchase. It can also be download from the Minuteman website at:
https://minutemanups.com/resource-library or use the QR Code below:

For the installation of multiple EV-NETCARD-1G cards, Minuteman offers its Envision Utility
software to configure IP addresses and set up configurations for central monitoring and multiple
shutdowns on different operating system platforms. The Envision Utility can be downloaded from
https://minutemanups.com/resource-library. Once installed, each card can be configured with
advance options and settings via the Web browser interface.

Features:

(1) Provides the SNMP MIB to monitor & control UPS using any standard Network Management
System, (NMS)

(2) Auto-sense 10M/100M/1000M Fast Ethernet or configure via Telnet, Web Browser or NMS

(3) Support TCP/IP, UDP, SNMP, Telnet, SNTP, PPP, HTTP, HTTPS, SMTP, FTP, Modbus,
BACnet Protocols

(4) Support SSL/TLS, SSH Encryptions

(5) Provides easy setup and upgrade tools

(6) Send SNMP TRAP; E-mail and SMS for events notifications.

(7) Auto email daily UPS history report

(8) Perform graceful shutdown of networked devices with our Minuteman software

(9) Add-on optional EV-PROBE-TH for temperature, humidity monitoring and alarms.
Optional, water, smoke and contact sensors are also available

(10) Can be used with an optional, third-party WiFi dongle add-on for wireless network access

(11) SMS notification capability using optional, third-party GPRS modem add-on

minutemanups.com | 800.238.7272
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1.2 Applications

B EV-NETCARD-1G allows UPS to be monitored over a network

When the EV-NETCARD-1G is installed in a UPS, the IT/Network Manager can monitor each and
every UPS condition via a networked computer using an industry-standard Web Browser or
NMS.

Using a standard Web Browser, simply type the IP address of the EV-NETCARD-1G card into the
URL field to access the User Interface of the card. When integrated into an NMS, the EV-
NETCARD-1G will issue a trap alarm when an abnormal power abnormal condition occurs.
Management Information Base, (MIB), and Object information Database, (OID), files used for
integrating the EV-NETCARD-1G card into a SNMP network can be found, and downloaded, from
the Minuteman website at: https://minutemanups.com/resource-library

B Envision Provides Shutdown Utilities
During an AC failure event, or when a UPS is in a Low-battery condition, the Envision
software, when loaded on a networked computer that is connected to the EV-NETCARD-1G card,
can be configured to save and close all open files and applications before gracefully shutting
down the operating system and powering off the computer. This feature can be critical in
avoiding system corruption when a power anomaly occurs.

B EV-NETCARD-1G for Environmental Monitoring
The EV-NETCARD-1G card, with its USB ports, can be connected to an optional environmental
sensor/hub, the EV-PROBE-TH, to provide ambient temperature/humidity/smoke/fire alarms.
These alarms can also be received on the Envision web page. When used with an NMS, and an
abnormal condition happens, an alarm trap can be sent to the IT/Network Manager.

Chapter 2: EV-NETCARD-1G CARD
2.1 EV-NETCARD-1G LED Indicator

Green Yellow
_ g On Flashing On Flashing
. e Sending/ Sending/
0M =15 10M '\;80 Receiving M1b0 Receiving
1000M —~ pS Data ps Data

When Green and Yellow LED are both ON, the card is operating in 1000M mode
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™
1om
MAC 00-03-EA-14-82-£0
SN Y-39FT225056

Status Power On Communication Lost | Updating Firmware
Yellow
%
@ ON ON OFF
SNMP-XX-X

Green

Power
On Ooff

No
Normal Power

NOTE : When the RED LED is flashing, the card is updating firmware. DO NOT remove power until the
update is complete.
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Chapter 3: Software Installation
3.1 Envision Software Installation

B Free download
The Envision installation utility software is available, free of charge, from the minuteman.com
Resource Library. Go to: https://minutemanups.com/resource-library and choose the Network
Accessories & Software tab from the menu options. Select: Envision Utility Software and
follow the download instructions

y Order
ENG ¥ ® Status Registration

_— @
PRODUCTS BATTERIES SUPPORT PROGRAMS HOW TO BUY COMPANY RESOURCE LIBRARY

FOWER TECHNQLOGIES

UPSs REMOTE POWER MANAGERS SNMP CARDS UPS & RPM MIBs SUPPORT

Minuteman SNMP Accessory Software Utilities

>

NOTE: SentryPlus network communication requires opening of TCP and UDP ports 2710-2714

Software Utilities for SNMP-NVE Cards

Software Description
EzSetting Discovery Utility (ZIP) For SNMP-NV6 cards; Updated 8/18/14 (760 KB)
SNMP MIB Files (ZIP) For SNMP-NV6 cards; Updated 8/18/14 (13.7 KB)

For SNMP-NV6 cards; Updated 6/11/13(3.11 MB)

For SNMP-NV6 cards; Updated 8/18/14 (4.25 MB)

For SNMP-NV6 cards; Updated 1/22/16 (3 MB)

Linux x86 Sh

For SNMP-NV6 cards; Updated 1/22/16 (2.5 MB)

(
(
{
§
For SNMP-NV6 cards; Updated 1/22/16 (11 MB)
{
{
(

Linux x64 Shutd

For SNMP-NV6 cards; Updated 1/22/16 (2.6 MB)

EzSetting upgrade utility version 3.5i with Flash

For SNMP-NV6 cards; Updated 5/6/24 (3 MB)
Upgrade (ZIP)

Chapter 4: ENVISION OPERATION AND SETTINGS
B Introduction

Once the Envision utility is installed and running, it can be used to discover, access and provide
firmware updates to all the EV-NETCARD-1G cards on the connected network.
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The Envision utility main page is divided into 2 sections:

1. Online EV-NETCARD-1G List 2. Function Selection

’ 2. Function |

L5 Envision

Launch

Interface

MNetwaork
Settings

Firrmvare
Upgrade

Refresh
List

2.5 Refresh List

Envision

Search for device’s LAN IP

erial Number MAC Address IPv4 Address

HH56241001062  00-03-EA-14-77-9E  192.168.168.49
HH56241000647  00-03-EA-14-A2-9A  192.168.168.18

Hardware Yersion: EV-NETCARD-1G Select 1 of 2
Firrnweare Wersion: 3.12.BAB06.Para. 3

MAC Address: 00-03-EA-14-7F-ED
Locallink Addr:[fe80:: 203 eaff:fel4: FiGd]
IPvE Addr:

1. Online EV-NETCARD-1G

A2

2.4 About

A2

2.3 Firmware Upgrade

2

2.2 Network Settings

2.1 Launch Web User Interface

1.2 Individual EV-NETCARD-1G Info

1.1 Online EV-NETCARD-1G List

minutemanups.com | 800.238.7272




4.1 Online EV-NETCARD-1G Discovery

When the Envision utility software is opened, it automatically searches all the available online EV-
NETCARD-1G cards within the network, displaying the serial number, IP address, MAC address.
Double click on the specific EV-NETCARD-1G card with a valid IP address and it will open that card’s
webpage. (The list automatically refreshes every 2 minutes.)

Launch
Web User
Interface

Network Search for device’s LAN IP

Settings

i 3]

- Serial Number MAC Address IPv4 Address

h HH56241001062 __00-03-EA-14-77-9E __192.168.168.49
| HH56241000647  00-03-EA-14-A2-9A  192.168.168.18
i

Firrmware
Upgrade

About
: L5 Envision

Launch
Web User
Interface

Network
Settings

Serial Number MAC Address
HH56241001062 00-03-EA-14-77-9E  192.168.168.49
HH56241000647 00-03-EA-14-A2-9A  192.168.168.18

Firrrvare
Upgrade

Hardware Yersion: EV-METCARD-1G
Firmware Version: 312 BASOE Para. 3
MAC Address: 00-03-E4-14-7F-B0

- Locallink Addr:[fe80::203:eaff:fe4: FiEd]
) = IPB Addr

Select 1 of 2

B Individual EV-NETCARD-1G Info

Click on any specific EV-NETCARD-1G card and the bottom section will show its hardware and
firmware version as well as the MAC address. It also identifies the total number of EV-NETCARD-
1G cards found by Envision on the network and number of selected cards.
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5 Envision

Launch
Web User
Interface

Search for device’s LAN IP

IPv4 Address

192.168.168.49
192.168.168.18

Serial Number MAC Address

HH56241001062  00-03-EA-14-77-9E
HH56241000647  00-03-EA-14-A2-9A

Firrrw are
Upgrade

Hardware version
Select EV-NETCARD-1G Cardl

Hardware Version: EV-NETCARD-1G Select 1 of 2
IPnvaare Wersion: 3,12 Fara.
MAC Addrezs: 00-03-EA-14-FF-BD

afree Cocallink Addr [fea. 205 ea fel 4:7i6d]
( ) il IPE Addr
List

Firmware version

1. Online EV-NETCARD-1G I

B Launch Web User Interface

Select the specific EV-NETCARD-1G card from the list and click on Launch Web User Interface to
login to the EV-NETCARD-1G card’'s webpage.

Launch
Web User
Interface

Network Search for device’s LAN IP

Settings

0 Envision

Serial Number MAC Address

HH56241001062  00-03-EA-14-77-9E
HH56241000647  00-03-EA-14-A2-9A

IPv4 Address

192.168.168.49
192.168.168.18

2. Click on Launch
Web User Interface

Firrmw are
Upgrade

1. Select EV-NETCARD-
1G card

Hardware Yersion: EV-NETCARD-1G Select 1 of 2
Firmnware Wersion: 3.2 BAB0E.Para. 3
MAC Address: 00-03-E4-14-FF-ED
LocalLink Addr[fe80::203: eaff:fz14: FiEd]
IPvE Addr:

Refresh
List

minutemanups.com | 800.238.7272
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% E nvi S io n [00:07:19] Internal diagnostic self-test passed.

SECERIGIIEIRGLE UPS Information | Network Status | Connections Status e

System Status

Remote Control ion EV-NETCARD-1G UPS Last Self Test -
SMS Modem Status Firmware Version 3.12.BAS06.Para.4 UPS Next Self Test
(EUAHEDLE T Serial Number HHS6240900001

Configuration System Name UPS Agent

D System Contact Administrator
Location My Office

System Time 200 /01 00:51:22

% Uptime 00:44:35

warning will be initiated 10 minute(s) before Scheduled Shutdown Event

System Information
H io

Send Email for Daily Report (No)

B Network Settings

When connecting the EV-NETCARD-1G card for the first time, ensure the IP-address and other
network settings are entered correctly in order to login to the EV-NETCARD-1G card’s webpage
via a web browser or HyperTerminal.

When choosing to obtain IP address by DHCP or BOOTP, the IP address and other network
parameters will be assigned by the network

EV-NETCARD-1G supports four network protocols - HTTP / HTTPS / TELNET / SSH for
management and security preferences. If any changes are made to the port number, entering
the full IP address with the new port number will be required in order to login.
— Example: HTTP port number is changed to 81
The full address entered on the browser should be "http://192.168.1.100:81" (192.168.1.100
is the IP address of the EV-NETCARD-1G)
— Example: The Telnet port number is changed to 24
The full address entered on HyperTerminal should be "http:// 192.168.1.100 24"
(192.168.1.100 is the IP address of the EV-NETCARD-1G)

4.2 Envision Login Procedure

When using a password to access the EV-NETCARD-1G is enabled, it is necessary to enter the
correct password before making any configuration changes and firmware upgrades.

minutemanups.com | 800.238.7272
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15 Envision

Launch

Wel.; User
Interface 1 Select an EV-NETCARD-1G card
2. Click on

Network Search for dewces LAN IP
Settings ~—

Serial Number MAC Address IPv4 Address

HH56241001062  00-03-EA-14-77-9E  192.168.168.49
HH56241000647  00-03-EA-14-A2-9A  192.168.168.18

Firrrw are
Upgrade

Fo MNetwork Settings

IPv4 Address l IPv6 Address ] Advanced ] Password ]

Address Configuration
. i Wersinn R : :
Select to obtain IP address by DHCPS e e ™> & Bibiain iF address by DHCE:

ware Yersiorn: 3
winC address: 00-0
LocaILlnk Addr[fed {z
Addr:

Select to set a static IP address " Use following Static IP address
|P Address

P Address: | 192 . 168 . 168 . 18

Information required for
assigning a Static IP address

Subnet Mask: | 285 255 2B5 .

Gateway: | 192.168. 168 . 1

OK | Cancel

Fe Metwork Settings >

|Pvd Address | IPvE Address  Advanced | Password

Management Protocol

[ {Enable HTTP Function;
HTTP part number (1-65534):

I Enable HTTPS Function

HTTPS port number (1-65534):
}- Default port for each protocol

[+ Enable Telnet Function
Telnet port number (1-65534):

I Enable 55H Function
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Fw Metwork Settings >

[Pvd .ﬁddress] |Pvw6 Address | Advanced Password l

Device Password ’ Enter password

¥ Enable password setting; / Once a password is enabled, it will
| be required when changing any

settings or updating firmware.

New password:

Corfirm password: [reeeecss

v

Password Input x

Envision password: ~ |==*====*

QK | Cang

QK | Cancel

5 Envision

Launch

Search for device’s LAN IP

Serial Number MAC Address IPv4 Address

HH56241001062 00-03-EA-14-77-9E  192.168.168.49
HH56241000647  00-03-EA-14-A2-9A  192.168.168.18

Firrrw are
Upgrade

Hardware Version: EY-METCARD-1G Select 1 of 2
Firrnweare Wersion: 3.12.BA50E.Para.3
MALC Addrezs: 00-03-E4-14-FF-ED
S LozalLink Addr:[feB0:: 203 eaff:fel 4: 7f6d]
i 1P A

minutemanups.com | 800.238.7272
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4.3 Firmware Upgrade

B To check for the latest available version of the EV-NETCARD-1G firmware, go to
https://minutemanups.com/resource-library and look under the Network Accessories & Software
section. Verify the selected firmware is for the EV-NETCARD-1G and is compatible with the
hardware version of the card.

B Options for updating the firmware of the EV-NETCARD-1G:

(1) Select the specific EV-NETCARD-1G card from the Envision utility list.

(2) Pressand hold the CTRL key then select multiple EV-NETCARD-1G cards from the list. This
option will allow the upgrading of multiple cards at the same time.

(3) Select the first EV-NETCARD-1G card from the Envision utility list, then press and hold on
SHIFT key before selecting the last of the EV-NETCARD-1G cards from the list. This option
will allow the upgrading of all the EV-NETCARD-1G cards from the list.

% WARNING: Please make sure when selecting multiple EV-NETCARD-1G cards, they are same
model.

% WARNING: If there are any failures during firmware upgrade process, restart the process from
the beginning until the entire upgrade is successful.

B During the upgrade process, either the red and yellow LED will alternatingly flash, or red LED
will only flash. DO NOT remove power or the network connection to the EV-NETCARD-1G card
until the firmware is successfully upgraded. When the upgrade is complete, the EV-NETCARD-
1G card will reboot automatically.

minutemanups.com | 800.238.7272
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15 Envision Z <

‘ o
L] [ Envision
Search for dev E n V I S | O n
k Search for device’s L.

Search for device’s LAN IP

Sefial Humber  MAC Addiess

Sorial Hurmber MAC Address
Firmware ) am P - 520183 04 A3-16-BE-TL1F
Upgrade ¢ s Tag o 3TISE696 M6 0040 3-EA-DO-00-54 Serial Number MAC Address 1P Address
197715 Upgrade FAI5ISBGTY 00-05-EA-D0-D0-24 384525183 D4-A3-16-FB-73-1F 192.163.0 213
M - 2 P0EAE0E T DQULEA-DU-DNOE Firmware O3 D 19 1684750
IO 3 : Jmnomenis  G002EAD00IH ' Upgrade ORISR 1L I600 104
I g 25990505 DI3-FADLI-ESS e WHZELMO00SE 1921684007
About T : WG OGAREADLDA-SE 193 pe et
BT : I+ About HISOSES  005EADLFDS t uc:u;:a:u:-mf:% :; 190 11 i1
Hardwars Version HEABOB T DRFEADTHD L , MIEAN DS i9ian
Fitnweare Yersior: 3,12 BAS06 Para Hardware Versior: HBASOE JUEOIS CO03EROETZI2 1921800175
MAT Adress: 00-03E4-14-77.9E Famware Version: 3 12 BABUS Para Fondnore Verson HEASIE
Refresh LocalLink Add[fe80::203:caftfe1 4773 MAC Address: 00-03-£A-14-77-9E FamvnoVerson 312 6A506 Para
gies IPVE Addr Locallink Adelted0: 203 eaftfe1 £773¢] VAL auddeas Q0TIEATA 779
IPvE Addr: :.;vsél_AﬁAddl.ifaw:.ZJ}eaﬂ fe14.773e]

’ Upgrade individual card I Upgrade multiple (non-
‘ consecutive) cards

’ Upgrade consecutive (all) cards.

Firmware Upgrade >

Firmware Upgrade % jorkAFimwaret 35,128 305 Bl Firmware Upgrade X

I File name: | F:sMetwork\Fimwarev3.5.1 28506, bir

File name: | F:sHetworkFimmwaret3 5128506 bir|

ding...
| Downloaktatus
| & et —1 4 unit sticogss. 0 unit fail
Device 1. Select the .bin file Device /N | Dawnlaad Status |

359272 | 392%990

3. Upgrade status messagel

’ 4., Cancel to exit

2. Click on DOWnload':l:{> | Cancel | Cancel |

B About

Shows the current Envision utility version

About Envision X

MINUTECTMAN

POWER TECHNOLOGIES

by Para Systems, Inc.

Erwision 521

Copyright (C] 2001 - 2024

Para Spstems. Inc.

Tel: +1-972-446-7363 | TOLL-FREE 800-238-7272
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‘Webpage: wyw.minutemanups.com
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B Refresh List

The list of EV-NETCARD-1G cards found by the Envision utility will automatically refresh every
two minutes. However, it is also possible to manually refresh the list by selecting the Refresh List
icon.

LD Envision

%5 Envision

Launch

Web User . .

Interface Launch
Web User E n V I I O n
Interface

Network Search for ¢ S

SerialNumber  MAC Ad @ Search for device’s LAN IP

HH56241001062  00-03-EA
HH56241000647  00-03-EA

Serial Number MAC Address IPv4 Address

Firrmware

Upgrade HH56241001062

HH56241000647

00-03-EA-14-77-9E
00-03-EA-14-A2-9A

192.168.168.49

Firmware 192.168.168.18

Upgrade

About
[ ] o
]) o Searching
Hardware Yersion: EV-HNET CARD
Firmware Version: 3.12.BAS06.P3 |

Searching device. q

Refrash
List

Envision

Search for device’s LAN IP

Serial Number MAC Address IPv4 Address
HH56241001062  00-03-EA-14-77-9E  192.168.168.49
HH56241000647  00-03-EA-14-A2-9A  192.168.168.18
Firmmare HH56241001064  00-03-EA-14-77-9E  192.168.168.32
bl HH56241000641  00-03-EA-14-A2-9A  192.168. 168.4
HH56241001069  00-03-EA-14-77-9E  192.168.168.98
HH56241000643  00-03-EA-14-A2-9A  192.168.168.82
HH56241001074  00-03-EA-14-77-9E  192.168.168.37
HH56241000679  00-03-EA-14-A2-9A  192.168.168.39
HH56241001096  00-03-EA-14-77-9E  192.168.168.11

List of all online EV-
NETCARD-1G

Hardware Yersion: HBAS0G
Firmware Version: 3,12 BAS0E.Para
MAC Addiess: 00-03-E4-14-77-9E

Refresh Locallink Addr[feB0::203:eaff fe14: 77 3e]

List

IP+6 Addr:

4.4 EV-NETCARD-1G Web Interface & Settings

4.4.1 Information
B UPS Status

¢ UPS Status - This page provides the current UPS connection status in graphic mode with
Voltage, Frequency and other information.
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- -
% E nVI S I o n [00:07:19] Internal diagnostic self-test passed.
UPS Status EAETnISEI o

UPS Status

System Status
Remote Control
SMS Modem Status Voltage Rating: 120.0 Frequency Rating: 60.0
EV-PROBE-TH
"J -

O
& srvevie

UPS Manufa... 5
UPS Firmwa... 36-005496.0004

UPS Model: PARATK

e Alarm Status - The Alarm Status page offers a current status of the various active alarm
monitoring.

. -
% E n I S I 0 n [00:07:19] Internal diagnostic self-test passed.
[P ENTEN Alarm Status ©

S Status

System Status

Remote Control Alarm Temperature Temperature OK
SMS Modem Status Alarm Input Bad Input OK
EV-PROBE TH Alarm Output Bad Output OK

Configuration Alarm Overload UPS not OverLoad
E Lng Information Alarm Bypass Bad Bypass OK

Alarm Output Off Output On

Alarm UPS Shutdown UPS not Shutdown
% SNMPView Lite

Alarm Charger Failure Charger OK

Alarm System Off Systern On

Alarm Fan Failure Fan OK

Alarm Fuse Failure Fuse OK

Alarm General Fault General System OK
Alarm Awaiting Power No Awaiting Power
Alarm Shutdown Pending No Shutdwon Pending
Alarm shutdown Imminent No Shutdown Imminent
Alarm ECO ECO not Active

e
B System Status

¢ System Information - The System Information screen provides all the basic information for
the EV-NETCARD-1G such as hardware and firmware versions, Serial Number, UPS/card
location, testing schedule, etc.
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. .
E nVI S I o n [00:07:19] Internal dizgnostic self-test passed.

System Information RUSANGIGEN Network Status | Connections Status
System Information

System Status
Remote Control Hardware Version EV-NETCARD-1G UPS Last Self Test -
SMS Modem Status Firmware Version 3.12.BAS06.Para.4 UPS Next Self Test -

EV-PROBE-TH serial Number HHS56240900001
Configuration System Name UPS Agent
E Log Information System Contact Administrator

Location My Office
System Time )
% SNMPView Lite Uptime

warning will be initiated 10 minut;

) before Scheduled Shutdown Event

Send Email for Daily Report (No)

|
¢ UPS Information - The UPS Information page shows UPS and Battery Information. This data is
obtained directly from the UPS or the settings from the UPS Configuration webpage

. .
% E nVI S I 0 n [00:07:19] Internal diagnostic self-test passed.

System Information RUESIRIGINEIGTHE Network Status | Connections Status

System Status UPS Information

Remote Control UPS Manufacturer 5
SMS Modem Status UPS Firmware Version 36-005496.0004
B Ak UPS Model PARATK

Configuration
D Log Information

Battery Information

Date of last battery replacement 01/17/2024

Rating Information

% Nominal Input Voltage 120.0V
Nominal Input Frequency 60.0 Hz
Nominal Qutput Voltage 120.0V
Nominal Qutput Frequency 60.0 Hz
Nominal Volt-Amp Rating 1000 VA
Nominal Qutput Power 900 W
Nominal Low Battery Time 3 mins
Nominal Battery Life 0 days
Low Voltage Transfer Point 55V
High Voltage Transfer Point 150V
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e Network Status - The Network Status page provides the network address information of
active EV-NETCARD-1G card.

@ E n Vi S i 0 n [00:07:19] Internal diagnostic self-test passed.

Systemn Informatio! UPS Informati Network Status JReG LT e EES 1l o
MAC Address 114:7F6D Email Server smtp.gmail.com
Connection Type 000Mbps Full-Duplex Time Server pool.ntp.org

Configuration PPPOE IPV6

E Log Information
e __________________|

IP Address 192.168.168.8 IP Address
% Subnet Mask 255.255.255.0 LinkLocal Address 03:eaff:fe14:7f6d/64
Gateway 192.168.168.1 6tod Address
Primary DNS Server 8.8.8.8 Gateway
Secondary DNS Server 8.8.4.4 Primary DNS Server

Secondary DNS Server

e Connection Status - The Connection Status page a log connection events for the various
communication protocols on the active EV-NETCARD-1G card.

% E n Vi S i o n [00:07:19] Internal diagnostic self-test passed.

System Information | UPS Information | Network Status [eIIEaiERIEITH

System Status

Remote Control There is no latest data.
SMS Modem Status ¢ 192.1 80 logout
EV-PROBE-TH

% SNMPView Lite

Fres s

There is no latest data. There is no latest data.

10192.168.168.81:51361
1[192.16¢

[1970/01/01 QO
[y 1 5
011[192.168.1 :51

5
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e Wireless Status - The Wireless Status page will appear when a Wi-Fi dongle is attached to the EV-
NETCARD-1G card. It will provide the details of the network configuration information for the

attached dongle.

. .
E nVI s I 0 n [15:08:24] Internal diagnostic self-test passed.

System Information | UPS Information | Network Status | Connections Status [RUIEIESESENTH 7]

system sious
Remote Control MAC Address F0:09:0D:0D:91:2C Primary DNS Server
SMS Modem Status secondary DNS Server

EV-PROBE-TH

Configuration
D Log Information IP Address IP Address
Subnet Mask LinkLocal Address
@ Management
Gateway Gateway
% SNMPView Lite

B Remote Control

The Remote Control page can be used to remotely perform a variety of tests to the UPS. Select
the test to be performed and then click on the Apply icon to execute it.
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UPS status
System Status

Remote Control

SMS Modem Status
EV-PROBE-TH

D Log Information

Envision

© General Systems Test

© Deep Battery Calibration

O Cancel Test

© Assign the Number of External Battery >a-:
O Economy ‘ﬂcde

MINUTECCMAN

POWER TECHNOLOGIES

v Para Systems, Inc.

[00:07:19] Internal diagnostic self-test passed.

Remate Control

Miscellaneous

® Quick Battery Test

O Immediately Turn on the Receptacle Bank

© Turn on the Receptacle Bank -mith delay seconds
O cancel turn-on the Receptacle Bank
© Immediately Turn off the Receptacle :‘ark

O Turn off the Receptacle Bank mt?‘ delay seconds
© Cancel turn-off the Receptacle Bank

O Turn off UPS when AC power Fails

O Put UPS in Sleep mode for minute(s)

O Wake up UPS

E SNMPView Lite

O Reboot UPS

O Audible Alarm Enabled |

O Test until battery capacity below |10

Croms [

B SMS Modem Status

When the EV-NETCARD-1G connected to an optional SMS modem, this status page will provide
the details of the Modem and its connection status.

[00:07:19] Internal diagnostic self-test passed.

LY Envision

UPS Status
System Status Modem Information
Modem Manufacturer

Remote Control

SMS Modem Status

O
& swverie |

Modem Model

Modem Firmware Version

GSM Modem Current Status

Service Provider

Central number of SMS service

Signal Strength

SIM card PIN is correct or not

-
m EV-PROBE-TH

This page shows the environmental status of the location where the EV-PROBE-TH is installed. It
will also include status information for any attached sensors that are connected EV-PROBE-TH and
the EV-NETCARD-1G.
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UPS Status

System Status
Remote Control
SMS Modem Status

EV-

O
& e |

[00:07:19] Internal dizgnostic self-test pazsed.

LY Envision

EV-PROBE-TH

EV-PROBE-TH Status

Environmental Temperature Unknows Security! Status Unknown

Environmental Humidity Unknowt Security2 Status Unknown

PROBE-TH

n
n
Water Status Unknown Security3 Status Unknown
n
n

Gas Status Unknow Security4 Status Unknown

Smoke Status Unknowt Security5 Status Unknown

Securityé Status Unknown

Security7 Status Unknown

Reset Alarm

4.4.2 Configuration

B UPS Configuration

o UPS Properties (Please refer to your UPS specification) - The default values listed on the
Configuration>UPS page are reported from the connected UPS. WARNING: Any changes made
to these values will affect the alarm reporting status of the Envision software.

UPS Communication Type: In order to establish the connection between EV-NETCARD-
1G and your Minuteman UPS model, confirm the UPS Communication Type is set to:
Minuteman.

If the EV-NETCARD-1G card does not recognize the attached UPS, contact Minuteman
support at: support@minutemanups.com for assistance.

Date of Last Battery Replacement: The default date should be the original date of
manufacture for the UPS. When replacing batteries, enter the date the new batteries are
installed, using the format: mm/dd/yyyy

Nominal Input Voltage (V): Displays the default alarm threshold for the nominal input utility
voltage standard used by the UPS and its connected equipment. (120V, 208V, 220V, 230V
or 240V). To change the alarm setting, enter a new value in the field and confirm by pressing
“Apply”

Nominal Input Frequency (Hz): Displays the default alarm threshold for the nominal input
utility frequency standard used by the UPS and its connected equipment. (50Hz or 60Hz).
To change the alarm setting, enter a new value in the field and confirm by pressing “Apply”
Nominal Output Voltage (V): Displays the default alarm threshold for the nominal output
voltage standard provided by the UPS, to its connected equipment. (120V, 208V, 220V, 230V
or 240V). To change the alarm setting, enter a new value in the field and confirm by pressing
“Apply”

Nominal Output Frequency (Hz): Displays the default alarm threshold for the nominal
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output frequency standard provided by the UPS, to its connected equipment. (50Hz or
60Hz) To change the alarm setting, enter a new value in the field and confirm by pressing
“Apply”

— Nominal Volt-Amp Rating (VA): Displays the default alarm threshold for the maximum
capacity of the connected UPS.

— To change the alarm setting, select the field, enter the new value then press “Apply” to
confirm.

— Nominal Output Power (W): Displays the default alarm threshold for the maximum
connected load attached to the UPS. To change the alarm setting, enter a new value in the
field and confirm by pressing “Apply”

— Nominal Low Battery Time (mins): Displays the default estimated runtime of the UPS in
battery mode during a blackout. To change the threshold for the alarm, enter a new value
in the field and confirm by pressing “Apply”

— Nominal Battery Life (days): Displays the threshold setting for age of batteries before an
alarm is issued. To change the threshold for the alarm, enter a new value in the field and
confirm by pressing “Apply”

— Low Voltage Transfer Point (V): Displays the lowest input utility voltage threshold alarm
where the UPS will transfer to battery mode or return from battery mode. To change the
threshold for the alarm, enter a new value in the field and confirm by pressing “Apply”.

— High Voltage Transfer Point (V): Displays the highest input utility voltage threshold alarm
where the UPS will transfer to battery mode or return from battery mode. To change the
threshold for the alarm, enter a new value in the field and confirm by pressing “Apply”.

— Shutdown Type: This dropdown menu lists the default setting for the UPS when performing
a shutdown action. The options are: Shutdown output only or shutdown the UPS.

% E nvi S i 0 n [03:33:13] Internal diagnostic self-test passed.

BRGNS N Test Log | Warning Threshold Value @
Configuration

UPS Configuration

UPS Communication Type
UPS On/Off Schedule
Date of Last Battery Replacement (MM/dd/yyyy)

=<

Lwreessian I

Nominal Input Freguency

+ Notification Nominal Output Voltage

=]
= T
5

Nominal Output Frequency
Nominal Volt-Amp Rating
Nominal Output Power
Nominal Low Battery Time
Nominal Battery Life

D Log Information Low Voltage Transfer Point
High Voltage Transfer Point

- . Shutdown Type
% SNMPView Lite e

o
= T
N

mins

< < O
o
=

N [[e|[wllel[=z[e|[=][e]|[=
||t clle||le||n|lel|lm
=] Bl EN = EE

=) =)

UPS Output Only v
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e Test log

— Test UPS Every: Sets the options for the frequency of the testing of the UPS. (Week, 2 Weeks,
Month, Quarter) are the available selections.

— Test UPS on: The options for this setting are based on the “Test UPS Every” selection.

—  Week or 2 Weeks: Select the day for the weekly test

— Month: Select the day of the month (1-31)

— Quarter: Select the starting mos. then the date of the month.

— Start Time of UPS Test (hh:mm): Enter the time of day to begin the test (using 24-hour clock)

— UPS Test Type: Select the type of test to perform. (Quick Battery, Deep Battery, General,
Low Battery Warning)

— UPS Data Log: Enter the time, in minutes, for the recording interval of data from the UPS.

. .
% E nVI S I o n [032:33:13] Internal dizgnostic self-test passed.

UPS Properties [RESMR-@ Warning Threshold Value o

Test UPS

UPS Configuration

Test UPS every Mone v
UPS On/Off Schedule ’

Network Start Time of UPS Test (HH:mm) (24-hour time

UPS Test Type Quick Battery Test v

Wireless LAN format)

=+ Notification
Web/Telnet/FTP

BATNE:S UPS Data Log Minute(s) (-1 = Stop Recording)

EV-PROBE-TH
Modbus
System

D Log Information
% SNMPView Lite

UPS Recorder

» Warning Threshold Value - This page is used to set the period of time after which the EV-
NETCARD-1G will send a disconnection warning message. This warning message will be sent
after EV-NETCARD-1G loses contact with the UPS for the time specified.
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UPS Configuration

UPS On/Off Schedule

Network
Wireless LAN

+ Notification

Web/Telnet/FTP
BACnet
EV-PROBE-TH

System

D Log Information
@ weremen |
% SNMPView Lite

Envision

G PR ANl \Warning Threshold Value e

MINUTECCMAN

POWER TECHNOLOGI

v Para Syster

[03:32:13] Internal diagnostic self-test passed.

Time out after loss of connection

0 seconds v

w
wn
m

B UPS On/Off Schedule

e UPS Action - This page is intended to set the parameters for UPS actions when a power or
UPS event occurs. To complete the action, set the start/stop time parameters then choose the
event, the UPS action and any delay, if desired. Press the “Add” icon to initiate. Multiple actions
and events can be configured and implemented. To remove any action, check the right-hand
box next to the action items, then select “[Delete]".

O
& sweverie |

Dur

ng (6050 B (7S toag overrom

nterval(HH:mm)  Event

03337131 Internal Giagnostic sei

D Log Information

% SNMPView Lite
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i En Envision

T

UPS Configuration
Durin; : -|23: , if|UPS Load O
UPS OnvOit Schele sow  OJ-fz59 O, f{uPstosd overun

] oceur, then [wrn off UPS vaflerminutes.

Nevor
Wireless LAN
SNMP No. During Time Interval(HH:mm) Event Device Delay Time [Delete]
+ Notification .
1 08:00 - 17:00 AC Power Failed host1() 1 O
Web/Telnet/FTP
BACnet 2 08:00-17:00 AC Power Failed host2() 1 (=]
EV-PROBE-TH 3 08:00 - 14:00 UPS Battery Low host3() 1 @]
4 08:00-17:00 UPS Battery Low UPS 3 O

System

D Log Information
% SNMPView Lite

e Remote Shutdown - The Remote Shutdown page is intended to program the EV-NETCARD-1G
card to issue a command for shutting down a network server, (or another network computer)
without the use of installed shutdown software. Events need to first be added under “UPS
Action” tab. Once set up, enter the IP address of the corresponding server identified on the
“Remote Shutdown” tab to be shut down either by SSH or Telnet with a compatible shutdown
command for the server system. (The Telnet Server must be enabled on the PC.)

For example: To shutdown Host 1 (Windows server) and Host 2 (Linux server) after 1 minute
when AC power fails, start with the “UPS Action” tab. Select the “AC Power Failed” event then
select “shutdown Host 1 “ and press “Add”. The action will be added to the event list. Repeat
this process for Host 2.

[03:33:13] Internal diagnostic self-test passed.

(I 9.V, Remote Shutdown

UPS Configuration .
Login

UPS On/Off Schedule Domain Name / IP p Port User Name Password Shutdown Commands
Mode
Network

Wireless LAN st SR X I I [[natt |
SNMP st [ssn +]22 | I |[att =
Ec - | [ =
oo EE n [ =
BACnet
st5 550 v]22 | | |[ait |
EV-PROBE-TH
Modbus St st~z ” ” "hat |
system st7 [ssH w22 | | |[att |
] oo S o —— =

% SNMPView Lite

Weekly Schedule | Date Schedule | Wake On Lan

+
z
=]

=
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With these two actions set, go to the “Remote Shutdown” tab and enter the domain IP
addresses for Host 1 and Host 2. Select either Telnet or SSH for access, enter the user
name/password for the server then enter the shutdown command for that operating system.
For Windows, “shutdown /s" is the shutdown command. For Linux, “halt” is the command. For
MAC OS, the shutdown command is “sudo shutdown”.

Below is a list of shutdown commmands for the most popular operating systems:

- Windows : shutdown/?
- Linux: shutdown -help
- MAC: sudo shutdown

o Weekly Schedule - This tab is responsible for setting a weekly schedule to turn on/off the UPS.
In the example below, the UPS is shut down at 17:00 on Friday evening and restarted at 8:00 on
Monday morning.

LY Envision

UPS Action | Remote Shutdown RUEESRIRIGEGIEN Date Schedule | Wake On Lan

Con jiguration
W ups off M upson [ ups on Period Ty w
UPS Configuration
Sunday Monday Tuesday Wednesday  Thursday Friday Saturday
UPS On/Off Schedule 00:00
o100

07:00

EE 10:00

O
12:00

@ e
14:00

& swrvovie

16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00

Warning will be initiated before Scheduled Shutdown Event
|
o Date Schedule - The Date Schedule menu option sets an individual date and time to power
On/Off a UPS. If activated, the settings on this page will override the settings in Weekly
Schedule. Select any date on the calendar and press the “add” icon. A window will appear with

a time-of-day reference. Choose a time and select “UPS On” or “UPS Off” and press “OK". To
add dates and times, repeat the process.
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To initiate a warning message prior to the scheduled shutdown of the UPS, select an option
from the dropdown menu at the bottom of the page. When set, the EV-NETCARD-1G card will
send the message at a pre-determined time before the shutdown action. When the
programming is completed, press the “Apply” icon.

[03:33:13] Internal diagnostic self-test passed.

UPS Action | Remote Shutdown

W ups off
uPs Conﬁguratmn

2000 January Date Schedule List

Weekly Schedule JBEWEELTEN Wake On Lan

M urs on [ ups on Pericd

No. Events Schedule Action

s

E Log Information 10 n 12 13 14 15
17 18 19 20 21 22
% SNMPView Lite

31 1 2 3 4 5
oo L oy
The interval between the UPS Off and the next UPS On must be less than 7 days, or the next UPS On might lose its effect.

Warning will be initiated before Scheduled Shutdown Event

e Wake On Lan - This menu option programs the signal from the EV-NETCARD-1G card to wake
a networked computer when AC utility power is recovered, or, when the UPS battery capacity
reaches its pre-configured percentage. (Make sure the computer supports a Wake On Lan
function and is enabled in the BIOS.) Enter the IP address of the target computer and the
parameters to program the Wake function. For multiple computes, repeat the process for each
computer. When complete, press the “Apply” icon.
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@ E nVI S I 0 n [03:33:13] Internal diagnostic self-test passed.
UPS Action | Remote Shutdown | Weekly Schedule | Date Schedule [RUELCNeRNEN]

. :
General Settings
UPS Configuration

UPS On/Off Schedule

web/Telnet/FTP Hosté ] mac[ ] -

EV-PROBE-TH Hosts e mac[ ]

D Log Information [0 Wake up remote host after power restore
Wait until battery capactiy reaches to |10 %.
% SNMPView Lite [ Wake up remote host after UPS output restore

%

Wait until battery capacity reaches to 10

. .
% E nVI S I o n [03:33:13] Internal diagnostic self-test passed.

UPS Action | Remote Shutdown | Weekly Schedule | Date Schedule RUEICReLNER] 2]

Con figuration .
General Settings

UPS On/Off Schedule

e
Host7 : MAC: :ﬂ
EV-PROBE-TH Hosts N

MAC:
=
D Log Information [ Wake up remote host after power restore
Wait until battery capactiy reaches to 10 %.
% SNMPView Lite [ Wake up remote host after UPS output restore

Wait until battery capacity reaches to |10

B Network
This page is responsible for the programming the network settings for the EV-NETCARD-1G card.

¢ IPv4-The IP address and DNS Server IP can be programmed either manually or through DHCP
or BOOTp using the dropdown menus. If the IP address and DNS have previously been
configured on the information will automatically show here.

minutemanups.com | 800.238.7272




MINUTECCMAN

POWER TECHNOLOGIES

v Para Syster

IAEN 1Pv6 | Ethernet | Dynamic DNS | PPPoE o

IP Address

IP Address
UPS On/Off Schedule
Network

+ Notification

Web/Telnet/FTP

' S Sen
BAChet Primary DNS Server IP 8.88.8
EV-PROBE-TH Secondary DNS Server IP 8.84.4

System

* : System will reboot when these items have been Applied
D Log Information

E SNMPView Lite

% E nvi S io n [03:33:13] Internal diagnostic self-test passed.

162.168.168.8

Subnet Mask 255.255.255.0

Obtain an IP address * Using DHCP v

DNS Server IP

e IPV6

EV-|

UPS Configuration
UPS On/Off Schedule

Network IPv6 Prefix 54
Wireless LAN Gateway
SNMP Obtain an address *
+ Notification Router Discovery Autoresend
Web/Telnet/FTP Maximum Number of IPve Prefix
BACnet Multicast Address [FFE=T) |:[s000 |

Modbus
System Primary DNS Server

E Log Information Secondary DNS Server
* : System will reboot when these items have been Applied.
% SNMPView Lite

IP_Address: All EV-NETCARD-1G cards support IPv6 addressing. Under the “IPv6” tab, the

address can be obtained from the dropdown list of options: Automatic, Stateless, DHCPV6,
DHCPV6, or Manual. If Manual is selected all the IP and gateway information must be
entered into the respective fields. For all forms of address selection, the remaining fields
must be completed: Router Discovery Autoresend, Maximum Number of IPv6 Prefix, and
Multicast Address.

DNS Server IP: Enter the addresses for the primary and/or secondary DNS Servers.

NOTE: Once the addressing is completed, press the “Apply” icon and the EV-NETCARD-1G
card will reboot with the new configuration.

- .
% E nVI s I 0 n [03:33:13] Internal diagnostic self-test passed.

Information 1pva IV Ethernet | Dynamic DNS | PPPoE

Conliguration
IP Address

IP Address

PROBE-TH

DNS Server IP
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e Ethernet

— Connection Type: This menu option sets the communication speed between EV-NETCARD-
1G and connected network.

— NOTE: Once the network speed is selected, press the “Apply” icon and the EV-NETCARD-
1G card will reboot with the new configuration.

— Stop UPS communication when Ethernet disconnected: Use this menu option to

continue or stop UPS communications when EV-NETCARD-1G card disconnects from
Ethernet.

. .
% E nVI s I 0 n [03:33:13] Internal diagnostic self-test passed.

IPv4 | IPv6 BAUEOEIE Dynamic DNS | PPPoE e
UPS Configuration
UPS On/Off Schedule
s S co ation when Etherne
Netwark Stop UPS communication when Ethernet o
+ Notification Apply
Web/Telnet/FTP
BACnet

System

D Log Information
% SNMPView Lite

e Dynamic DNS - Dynamic DNS is an open-source service which allows a user to attach a
dynamic IP address to a static host name. To use this function, ensure an account and
password has been registered with the DNS service provider.

— Service Provider: Dynamic DNS providers can be selected from this dropdown list.

— Domain Name: Enter the Domain Name created from the above selected DDNS provider.
— Login Name: Enter the Login/Account Name created with the selected DDNS provider.

— Login Password: Enter the Password assigned to registered DDNS Account.

— Use external STUN server to get Public IP to register: Choose Yes to ensure the EV-
NETCARD-1G card uses the WAN/Public IP to update the selected DDNS server.
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Envisio
Your Public IP = 36.231.48.6

STUN SERVER

DDNS SERVER

xDSL MODEM ¥,
Public IP = 36.231.486 e

Broadband ROUTER s

En¥%isio
Private IP = 192.168.66.101

ups

If using iCV99.net as the service provider, follow instructions shown below:

1. Ensure the EV-NETCARD-1G card is able to connect to the internet. Select a service provide
from the dropdown list. If the Domain Name, Login Name and serial number of the card
do not automatically populate, enter the information manually. Enter the EV-NETCARD-1G
password, which is printed on the card label, then press the “Apply” icon.

. &
E n VI S I o n [16:28:40] Internal diagnostic self-test passed.

= IPv4 | IPv6 | Ethernet ENYGEINIISSINE PPPoE (2]
| P

1. Select provider

nter Passwordl

/)

Service Provider None v I > X
None b
Domain Name

3322.0rg

Login Name

Login Password dhs.org

- 9 o

— )3. Enter mformatlonl DyDNS(Dynamic)
i 9 DynDNS(Custom)
Primary STUN Server IP 167.99.25.205 myddns.com

2. E

Use external STUN server to get Public IP to regi

BACnet

zive.org
econd, Server IP =
EV-PROBETH Secondary STUN Server freedns.org
Modbus — icv99.net
—

system

Appl
D Log Information @
I

E SNMPView Lite

4. Press Apply
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2. If using a router, login to the router and insert the IP and port number under the Virtual

Server for port forwarding. For specific details on programming, refer to router's user
manual

Router Configuration

PORT FORWARDING

SR m et s S The Virtual Server option allows you to define a single public port on your router for redirection
APPLICATION RULES to an intermal LAMN TP Address and Private LAN port if required. This featurs is useful for hosting
e anline servicas such as FTP or Web Servers.

QO'S ENGIME
NETWORK FILTER | Save Settings | Don't Save Settings |
ACCESS CONTROL
—_— 24 — VIRTUAL SERVERS LIST
WEBSITE FILTER
z e Port - Traffic Type
S MName ) o ~ Public Port Protocol _ Schedule.
N e | EV-NETCARD-1G | =<} Application Mame ¥ | | {80 | |TCP. ¥ | |Always ¥
S AL E 1P Address o Private Port ~ Inbound Filter
ADWANCED WIRELESS |152.168.66.101 | <<| Computer Name ¥ | |80 | {6 [ Allow all ¥ |

3. Wait at least 20 minutes and the EV-NETCARD-1G card should be logged in under the DDNS
Domain name.

4. To change the domain name or password, go to the service provider website.
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a2

<~ O A Not secure = % e

[11:24:12] Testin progress

UPS Status

System Status System Information

Remote Control Hardware Version HBAS
SMS Modem Status Firmware Version 3 )
EV-PROBE-TH Serial Number 3927209886

Configuration System Name EV-SNMP-1G
E [ —— System Contact Administrator
Location LAB
Systemn Time 2024/08/13 07:41:22
SNMPView Lite Uptime 10 day(s) 21:01:18

Warning will be initiated 10 minute(s) before Scheduled Shutdown Event

UPS Next Self Test 2024/08/15 11:24:00

Send Email for Daily Report

Mot secure | icv99.net

| e oangy
WAN. | LAN i //abe.iCVoY.net
i . without
Moge Servar | clf DDNS
&\ internet internet
" EV-NETCARD-1G J —
Parss00002 Fara Syt e e Haers SR
Tested to Comply =
\}f:viotpﬁocrgesat?g%a‘ggs%e | |Note : This is a free service, It allows you fo alias a Dynamic IP ... (mere
S/N:HH56240800100 = > Domain Name | .j.iEVQQ‘ﬂE‘t
MAC: 00-03-EA-14-B2-EO I ||| . :
Password: 24931D03 >>omam Password | | (ESiaial]
O
— = Lost/Forget DDNS Password
1 i e

Note: If you are experiencing problems when using IE8 on Win7, please make sure to install the latest updates from Microsoft.
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Dynamic Domain Name Server (DDNS)

Logout
Stepl : Registration Step2 : Set Domain Name and Click Done
Product Serial number | HH54241013250.iCV99.net
Register IP 127.0.0.1
Default Domain Name | HH54241013250
————— = ]
Set Mew Domain Name btysos ~ |iCVod.net New Domain Name
Must be 4 to 31 letters or digits.
Domain Password,  |esss ]
esne 1< I Enter new password
Re-enter Password |- Blank = Use existing password
Required, if 3 new domain name is
assigned. Must be 4 to 10 characters
(0-9, a-z, A-Z only).
i S tre@gmail.com| x| ) Enter e-mail
=Ll Ul Required field. Used to retrieve
Lost/Forget password.

——> Done

Press Done

e PPPOE - Use this feature when connecting the EV-NETCARD-1G to the Internet directly using a
xDSL modem by PPPOE. Enter the Login name and password to enable the connection. Once
set-up, the EV-NETCARD-1G will connect directly to the Internet. Any abnormal connection
issues could cause a failure requiring the card to re-dial in order to re-connect.

" INTERNET

UPS EV-NETCARD-1G DSL Modem
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IPv4 | IPv6 | Ethernet | Dynamic DNS [Rdgg«3

} Select: Connect Always

UPS Configuration )
When Connection should be made
UPS On/Off Schedule

Login Name

{——— Enter Login name l

Login Password | ‘

+ Notification I_I
Web/Telnet/FTP
BACnet Enter password

EV-PROBE-TH

Modbus

System

D Log Information
% SNMPView Lite

B Wireless LAN

The EV-NETCARD-1G is compatible with most popular USB Wi-Fi dongles. Before installing or
configuring a Wi-Fi dongle, the EV-NETCARD-1G must be connected, and accessible, on the network
using a wired Ethernet connection. Open the Envision software utility to discover and login to the
EV-NETCARD-1G card on the network or use a web browser to type in and go directly to the
specific, wired IP-address of the card to be used with the Wi-Fi dongle.

(1) Attach the UPS to the network using the instructions in the Configuration > Network
menu
(2) Using aweb browser or the Envision software utility, go the address IP-address associated
with the EV-NETCARD-1G card
(3) Install the Wi-Fi dongle into an open USB port on the card.
(4) Select Configuration > Wireless LAN from the menu in the web browser interface
(5) Underthe AP Setting tab, select the SSID of the preferred Wi-Fi network to join. If required,
enter the password of that wireless network.
(6) Once the EV-NETCARD-1G card is connected to the desired wireless network, return to the
Configuration > Network page and use DHCP, (default), or manually configure the IP-
address to use for the card on the wireless network.
(7) The wired Ethernet connection can now be removed if preferred.
(8) The Envision software utility is now able to find the card or the address can be typed in
using a web browser.
NOTE: The computer running the Envision software utility must be attached to the same
Wireless LAN as the USB dongle.

NOTE: If installing at a remote location, programming the IP-address will require the following:
a separate laptop or desktop computer; a cross-over Ethernet cable; or two standard
Ethernet cables with one switch.
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If using the switch with the Ethernet cables, one cable must connect the computer/laptop
to the switch with the second cable connecting the switch and the E-NETARD-1G card.
The wireless configuration must be programmed at the remote site to properly connect
to the site's wireless network and save the connection information and the password
associated with the SSID to the card's firmware.

Launch
Web User
Interface

Search for device’s LAN IP

Serial Number MAC Address IPv4 Address

HH56241001062  00-03-EA-14-77-9E  192.168.168.49
HH56241000647  00-03-EA-14-A2-9A  192.168.168.18

5 Envision

Firrmw are
Upgrade

Hardwaare Wersion: EV-METCARD-1G Select 1 of 2
Firmnware Wersion: 3.1.2 BAB0E.Para 3

MAC Address: 00-03-Ea-14-7F-ED

LocalLink &ddr: [feB80::203: eaff:fe14: FiEd]

il IPE Add:

List

Q JLEEGIEE Hotspot | IPv4 | IPV6 | P2P
=

Remote Control
SMS Modem Status

MAC Address
EV-PROBETH

&¢] configuration » Unnamed Network 16:18:46:4:60:06

W Loginformation ]

@] Management

E ‘o SSID MAC Address Network Secrity AuthiEnc)
v

» ASUS_RITACS3_2.4G @ 2c1d:a1:00:92:28 Secure Network WPA2.PSK(AES)

=
WPA)PKIAES) =2

» Mi_Daniel A 28:6C:07:5:32:63 Secure Network WPA.PSK/WPA2 PSK(AES)
» CableWAFi2.4G 08:02:8ede:4c:be Secure Network WPA2 PSK(AES)

*» Xiaomi_0679 28:6c:07:64:06:7a Secure Network WPA PSKWPA2 PSK(AES)
» Megatec _Mi 10:b4:29:50:18:12 Secure Network WPA.PSKWPA2 PSK(AES)
» EclipseTaipei- AP02 10:61:31:18:d3:6e Secure Network WPA PSK(AES)

» Megatec_SMC 00:13:17:24:44:53 Secure Network WPA PSKWPA2 PSK(AES)

» DASAN_GONT 00:d0:ch:ef:06:22 Secure Network WPA2-PSK(AES)

» king_ap 00:1c:A10:ad:37:b1 Secure Network WPA2-PSK(AES)

When the EV-NETCARD-1G connects with a wireless network, it 2
will display an icon next to the SSID of the active connection.
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® SNMP

Use of this menu option is to configure the SNMP settings of the EV-NETCARD-1G for
use with a NMS (Network Management System).

(EnvisionSNMP, it is available on the from the minuteman website at: SNMP Resource
Library - Minuteman UPS)

SNMP
Manager

Get the value of a MIB object f/‘—j

Response 2|

Trap =

— CetMNext

Response e

W, EV-NETCARD-1G (3)

V. g EV-NETCARD-1G (1) o EV-NETCARD-1G (2)

MIB MIB MiB

UPS 001 UPS 002 UPS 003

e General

MIB System
— System Name: This section is dedicated to defining a custom name for the EV-NETCARD-1G.

Enter the preferred name, then press the “Apply” icon.

— System Contact: This section can be used to list a responsible individual or administrator.
Enter the name, then press the “Apply” icon.

— System Location: This section can be used to describe the location of the EV-NETCARD-1G.
Enter the preferred description, the press the “Apply” icon.

SNMP UDP Port

— Envision SNMP Port: Defines the port which the EV-NETCARD-1G card receives and sends
SNMP commands. (The default settingis 161)

— Trap Receive Port: Defines the port to receive SNMP traps. (The default setting is 162)
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MINUTECCMAN

FOWER TECHNGLOGIES

SNMPv3 Engine ID
— SNMPv3 Engine ID Format Type: When using SNMPv3, the EV-NETCARD-1G card is required
to have an Engine ID for identification to generate authentication and encryption keys.

The format type can be selected from the dropdown list with option of: MAC Address, I1Pv4,
IPv6 or Manual. When a format is selected, press the “Apply” icon and the car will
automatically reboot.

— SNMPv3 Engine ID Text: Automatically provides the SNMPv3 Engine ID content unless the
“SNMPv3 Engine ID Format Type” is set to “Manually”. If set manually, enter the ID content,
then press the “Apply” icon.

E nVi S i 0 n [08:08:21] Qutput OFf

[eERIIEIM Access Control | Trap Notification | Device Connected (2]
Configuration
MIB System
UPS Configuration
UPS On/Off Schedule

"

— SNMP UDP Port
NetAgent SNMP Port ‘M
Web/Telnet/FTP
BAChet Trap Receive Port 162

pYrm—

SNMPv3 Engine ID Format Type *

- SNMPy3 Engine ID Text Bem-’l fod
D Log Information ot
*: System will rel ' ¢ items have been Applied
. . Manually
SNMPView Lite Apply

e Access Control

— Manager IP Address: Define an IP address, (up to 8), which the administrator can use to
manage EV-NETCARD-1G cards on the network. To allow management of the EV-NETCARD-
1G card from any IP address, enter *.*.* * into the Manager IP address fields.

— Version: This field is used to select between: All, V1 & V2C or V3. When selecting All or
V3, then a username, password, authentication and privacy setting are required.

— Community: This section is used to set a NMS Community name for the card. The
Community name must be the same as the setting in NMS. (The default setting is public)

— Permission: Sets the rights and authorities of administrators. The options are: Read,
Read/Write, and No Access.

— Description: This is an open field which provides a field to make notes for the administrator’s
reference.
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[08:08:21] Qutput Off

General EEHIGNININ Trap Notification | Device Connected e
Configuration
UPS Configuration
Manager IP
UPS On/Off Schedule
Address
Wireless LAN [exex | [a v]» [public | [Readiritev| | |

RN -7 EE | (o o] | |
User Name

(Bl Auth. Protocol Privacy Protocol

.
Auth. Password Privacv Passwor

O, |
| o | Minimum 8 characters |
FEEE A ~|» |public s v
SNMPView Lit
EEREEEE ——— o] | |
|

FEEE | ‘.A\ V|)) |chIc ‘ ‘r\:.»;ccess V| | |

Version Community Permission Description

PP ‘.-.\ vl)) |:-_Jb|[

—

‘ "\C‘-ECGSS vl | |

**** |ncludes all IP addresses

e Trap Notification

Trap Notification

— Destination IP: Program specific IP addresses for receiving traps sent by the EV-NETCARD-
1G card. Up to 8 addresses can be programmed.

— Accept: When sending traps to the Destination IP addresses, select the SNMP trap type and
level from drop down list. The available options are: V1, V2 Inform or Trap, V3 Inform or Trap. When
SNMPv3 Trap or SNMPV3 Inform is selected, a username and password authentication is
required.
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@ E nViS ion [08:08:21] Cutput OFF

General | Access Control [REERRCRIIENGLE Device Connected

Configuration . .
Trap Notification
UPS Configuration -
Destination IP Accept Community rap Type Severity Description Events
UPS On/Off Schedule
[192.168.168.42_|[snmpvi Trap_ | [public [[eec v |[information v [ seiect [ rest |
Wireless LAN - —
[192.168.168.172 [sNMPva Trap ]3| public [prc v[nformation |

[192.168.168.147 ][snmpvz Trap 4@\?‘ |[Prc_ +|[information | |
e | (e ftermaten] EZE3
V|E o ”FFC V||\'vf-:u"|a(inn\4| |

|
|
\ 5 S | [7pe | [momaton v [ sciec | ves |
|
|

D vl@ - ”FFC V||\'vf-:u"|a(inn V| |

9 | [P o] [[seec [ v |
% SNMPView Lite
Send Power Restore and Adapter Resto] [Traps for time[s) in second[sj interval.

SNMP Inform Request

Number of Retries

Timeout (sec)

User Name abc L

Auth. Protocol | MD5 v Auth. Password ssssssss

Privacy Protocol DES v Privacy Password «---:-s
Manager Engine ID

— Community: The trap receiver and the EV-NETCARD-1G card must be same community.
(The default is: Public)
— Trap Type: Select from PPC MIB or RFC1628 MIB (The default is: PPC)
* MIB file is available via download at: SNMP Resource Library - Minuteman UPS
— Severity: This section set the Trap level for each receiver. There are three levels available:
¢ Information: Receives all traps.
e Warning: Receives only “warning” and “severe” traps.
e Severe: Receives only “severe” traps.
(Please refer your NMS manual for Trap levels.)
— Description: This is an open field which provides a field to make notes for the administrator’s
reference.
— Events: Programs specific events for the EV-NETCARD-1G card to send traps to the identified
recipients. Press the “Select” icon to show the full list of events to choose from.
e UPS Events: Under the UPS Events tab, check the box next to the specific events then
press “Apply”.
e EV-PROBE-TH: A list of optional environmental trap alarms that can be selected if the
EV-PROBE-TH is being used in conjunction with the EV-NETCARD-1G card.
NOTE: Optional sensors must be used in order to set trap alarms for Security Alarm
and Smoke Alarm.

When all the trap alarm selections are completed, use the “Test” icon to send a test trap to
confirm the settings are correct.
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@ E nvi S i o n [03:33:13] Internal diagnostic self-test passed

General | Access Control [EEPINCRITERELE Device Connected e

Trap Notification
UPS Configuration
E Destination IP Aceept Select Event [ x] Description Events
UPS On/Off Schedule .
Wireless LAN

+ Notification

P — L s

UPS Battery Low

UPS Temperature Overrun

\
‘ Schedule Shutdown Event ]
\ | e 2| wesrature —
I | [No . UPS entering Test mode ® ]
‘ ‘ ‘ No UPS entering Sleeping mode @® :
UPS entering Boost mode @
Crr==a., o —
UPS Load Overrun ®
[ | [no N UPS Communication Lost @ ]
[ s |
Send Power Restore and Adapter Rest( AC Power Failed @
@
®
@®

SNMP Inform Request

; UPS entering Bypass mode
Number of Retries ne Bypa

Timeout (sec)

selectAll | clearal | Apply

— Send Power Restore and Adaptor Restore Traps: This function sets the repeat number of
“Power Restore” traps, and the intervals between transmissions, sent to the recipients
when power is restored to the EV-NETCARD-1G card. This function can be used to test the
communications between trap receiver and the EV-NETCARD-1G card after power returns.

— SNMP Inform Request - Use this function to set the number of times the EV-NETCARD-1G
card can request a response from the sending Inform host with a preset value. (The default
is 3 times with an interval of 5 seconds)

e Device Connected - This section is to set the usage power and connection status of other
devices which connects to the same UPS as EV-NETCARD-1G uses*.
(*Must be a supported feature of the UPS)
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Ll Ll
% E nVI S I 0 n [03:33:13] Internal diagnostic self-test passed.

General | Access Control | Trap Notification M EUIdNeGT I TEIaEEl| 2]

Ccneaule
N E—
I
(o)
EV—PROBE—TH

System

D Log Information
% SNMPView Lite

B Email

The menu option sets the parameters for sending email notifications when events occur or to
send data log information. The EV-NETCARD-1G supports SSL, TLS, and STARTTLS

e Email Setting

— Email Server: Enter the address of email server to be used.

— Email Port: Identify the Port used for sending email.

— Enable SSL on Email Transmission: Select the SSL type to use for email transmission: SLS/TLS,
STARTTLS or NONE

— Sender’'s Email Address: Enter the senders email address

— Email Server Requires Authentication: Select “Yes” if the email server requires
authentication or “No” if it does not.

— Account name: If authentication is required, enter the account name in this field.

— Password: If authentication is required, enter the password in this field.

— Sending Test Mail: When all the selections are completed, enter an email address to verify all
configuration items are correct. Press the “Test Mail” icon. If an e-mail is received, complete
the process by pressing the “Apply” icon.
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. .
E n VI S I 0 n [03:33:13] Internal dizgnostic self-test passed.

UPS On/Off Schedule
Email Port ‘53? |
Enable S5L on Email Transmission
Sender’'s Email Address ‘ mmparal@gmail.com |

— Notification

Email Server ‘srrtc‘gma'l.c-:-ﬁ' ‘

Email Server Requires Authentication YES v

ffffff B scountname
- v

Password

Sending test mail
Web/Telnet/FTP

] ogirormain
I
E}‘ a 1] [ ] | LE 3

UPS Agent(192.168.66.106): This is a test email kEn

‘ : |

ttc@gmail.com <ttc@gmail com>

Sample of Test Email received

If you received this test mail,it means that your mail settings are correct.

o Email for Event Log (To received email notification - Use this option to define up to 8 email
addresses to receive warnings sent by EV-NETCARD-1G card when selected events occur. Enter
each email address then press the “Select” icon. From the pop-up window, check the specific
events to send alarms to that specific email address.

— UPS Events: Under the UPS Events tab, check the box next to the specific events then press
“Apply”.

— EV-PROBE-TH: A list of optional environmental trap alarms that can be selected ifthe  EV-
PROBE-TH is being used in conjunction with the EV-NETCARD-1G card.

NOTE: Optional sensors must be used in order to set trap alarms for Security Alarm and

Smoke Alarm. When all the email addresses are configured, press the “Apply” icon.
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@ E n Vi S i O n [03:33:13] Internal diagnostic self-test passed.

T e
Information Email Setting [JENEHRGTHNERIQREE Email for Daily Report
Configuration

UPS Configuration
3 Send Email When Event Occurs
UPS On/Off Schedule

|
Account3 [ seect |
— Notification Accountd ‘
s A= Accounts ‘
. Accounts =
. Account?
o T -
| modbus | Te

O =

UPs Events EV-PROBE-TH

% SNMPView Lite Schedule Shutdown Event

UPS Failure

3

3

YES NO

Smoke Alarm ®

Water Alarm
UPS entering Test mode

‘ Gas Alarm

UPS entering Sleeping mode Security Alarm

UPS entering Boost made

UPS Load Overrun Environmental Temperature Underrun

UPS Communication Lost Environmental Humidity Overrun

Turn Off UPS

®
®
®
Environmental Temperature Overrun  ®
®
@®
®

Environmental Humnidity Underrun
AC Power Failed

selectall | clearan | apply selectAll | clearall | Apply

o Email for Daily Report (To receive daily report) - The EV-NETCARD-1G can provide a daily
report of events and data recordings. These reports can be sent to individual email recipients,
(up to 4). Enter the address in the available field then select “Yes” to send the daily report or

“No" to suspend the action. If sending daily reports, set a time of day for the report to be sent
dropdown menu.
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by Para Systems, Inc

- -
E nVI S I O n [03:33:13] Internal diagnostic self-test passed.

Email Setting | Email for Event Log [EuElR{eIdeETIINE oTelg e
Configuration
Account?

UPS On/Off Schedule

— Notification send Email for Daily Report (HH:mm) (24-hour time
w[EE )

s I
QR ) |

" sk
Set time: hh:mm (24—hourformat)|
R —
| Modbus |

T . _. __________________________________ format)

D Log Information
% SNMPView Lite

B Configuration > SMS

The EV-NETCARD-1G supports alarm notification through Short Message Signals (“SMS") sent
and received using a GSM/GPRS/CDMA Modem. A diagram of the operation is provided below.

P s
Y Local Modem 'éss’
-
|
|
UPS EV-NETCARD-1G SMS Modem %

Remote Service

UPS EV-NETCARD-1G HUB SMS Server SMS Modem
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o SMS Modem Setting

SMS Modem Settings: Configure the card and modem settings for sending alarms through

SMS communications.

— Modem Communications Port: Select the port to use with the desired modem.

— SMS Communication: Select the signal type for using with the desired modem.

— SIM Card PIN: Enter the SIM card number for the modem.

— Confirm SIM Card PIN: Confirm the entry from above. When all the information has been
entered, press the “Apply” icon.

Send Message:

— Cellular Phone Number: Enter the number of the recipient cell phone
— SMS Content: Create the text of the SMS message to send to the cell phone and define the
format, (Unicode or Characters).

[02:33:13] Internal diagnostic self-test passed.

SSRGS Il SMS Setting | Mobile for Event Log @

Configuration .
SMS Modem Settings

Modem Communication Port

UPS On/Off Schedule
SMS Communication GPRS w

SIM Card PIN
Confirm SIM Card PIN

oy [t

Cellular Phone number

SMS content (Max. 70 characters) Unicode Character

D Log Information
% SNMPView Lite

e SMS Setting

— Send SMS When Event Occurs: Select options from dropdown menu: Disable, Use

Local Modem or Use Remote Service

e Disable: No SMS Service

e Use Local Modem: Select when a GSM modem is directly connected to EV-
NETCARD-1G card (Refer to the SMS Modem section for its installation)

e Use Remote Service: Select when a GSM modem is connected to a networked PC
with SMS Server software installed (Refer to the SMS Server section software
installation)

— SMS Server: If using the Remote Service to send SMS messages, enter the IP address
of the computer with the installed SMS Server here.
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— SMS Port: If using the Remote Service to send SMS messages, enter the port number
of the SMS Server used for sending messages. (The default is Port 80)

— Account Name: If using the Remote Service to send SMS messages, enter the
account name of the SMS Server, if required.

— Password: If using the Remote Service to send SMS messages, enter password for
the SMS Server, if required.

— Sending test SMS: When the configuration is completed, enter a mobile number to

receive a test. SMS. If a successful test message is sent, press the “Apply” icon to save
settings.

[03:33:13] Internal diagnostic self-test passed.

&E Envision

SMS Modem Settings JEINSEENIEE Mobile for Event Log o

UPS Configuration

UPS On/Off Schedule

SNMP

— Notification

Send SMS When Event Occurs

Use Remote Service ¥

Account Name | ‘

Password | ‘

Sending test SMS |

Crons [ e

Web/Telnet/FTP
BACnet
EV-PROBE-TH

E Log Information
% SNMPView Lite

e Mobile for Event Log - Use this option to define up to 8 cell phone numbers to receive
warnings sent by EV-NETCARD-1G card when selected events occur. Enter each phone number
then press the “Select” icon. From the pop-up window, check the specific events to send alarms
to that specific phone number.

— UPS Events: Under the UPS Events tab, check the box next to the specific events then press
“Apply”.

— EV-PROBE-TH: A list of optional environmental trap alarms that can be selected if the EV-
PROBE-TH is being used in conjunction with the EV-NETCARD-1G card.
NOTE: Optional sensors must be used in order to set trap alarms for Security Alarm and
Smoke Alarm. When all the phone numbers settings are completed, press the “Apply” icon.
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|f-test passed.

% E nvi S i O n [03:33:13] Internal diagnostic sel

S LT ET RS -S  VER -l Viobile for Event Log
Configuration
Cellular Phone number1 : Select
UPS On/Off Schedule -

Network Cellular Phone number2 Select
Wireless LAN Cellular Phone number3 ‘

SNMP Cellular Phone number4 ‘

—Notification Cellular Phone numbers ‘

: o e - Cellular Phone numberé ‘

. - Cellular Phone number7
ups ruents SRS vseents (]

Web/Telnet/FTP Schedule Shutdown Event
BACnet 2l
EV-PROBE-TH

Coons [ e

sokctAd st

B Web/Telnet/FTP

This menu option sets the permissions for each user account for Web, Telnet and FTP access,
(for up to 8 users). Restrictions to enable/disable specific ports for HTTP/HTTPS, Telnet/ SSH and
FTP can be programmed from this screen.

e HTTP/HTTPS

Management Protocol:

— Enable HTTP Function: Check to enable then enter the specific port number to access.

— Enable HTTP proxy Function: Check to enable then enter the specific port number to
access.

— Enable HTTPS Function: Check to enable then enter the specific port number to access.

— Enable HTTPS proxy Function: Check to enable then enter the specific port number to
access.

— RESTful API Token: (Need additional definition)
» Token should be created to allow remote Rest APl connections over HTTPS

HTTP/HTTPS Account:

— User Name: Set up a User Name for use when using the EV-NETCARD-1G web browser access,
(up to 8 are allowed) in the provided field(s).

— Password: Create and use a password for each User Name to protect against unauthorized
EV-NETCARD-1G card web access.
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e Password
% SNMPView Lite i

Permission: Sets the level of user rights when accessing the EV-NETCARD-1G via the web
browser. The options are: No Access / Read / Read&Write

= Permission Rule : At least one user account must have Read/Write permission

» Permission Rule : Read and Write permissions must have a User Name and cannot be blank
IP Filter: Restrict access to the card to only specific IP addresses: (using “*.*.**" allows
access from any IP address)

Auto Logoff after Idle for X minute (s): Set the amount of time before the EV-NETCARD-1G
webpage automatically logs the user out when there is no activity on the screen. (0 is disabled)

RESTIul API Token

HTTP/HTTPS Account

UserName  paswod  permsson  IPFiter

Auto LogOff after idle for[0__] minute(s) (0: Disable

e Telnet/SSH - Enable and enter specific port information to access or disable Telnet/SSH
Telnet/SSH communications.
Management Protocol

Enable TELNET Function: To enable TELNET, select the checkbox then enter the preferred
TELNET Port number.

Enable SSH Function: To enable SSH, select the checkbox then enter the preferred SSH Port
number.

TELNET/SSH Account:

Same as HTTP account/password settings: Checking this box will automatically duplicate
the settings used for setting up the HTTP/HTTPS communications.

User Name: If not duplicating the HTTP settings, create or enter a User Name, (up to 8 are
allowed) in the provided field(s).

Password: Create and use a password for each User Name to protect against unauthorized
EV-NETCARD-1G card web access.

Permission: Sets the level of user rights when accessing the EV-NETCARD-1G via the web
browser. The options are: No Access / Read / Read&Write

= Permission Rule : At least one user account must have Read/Write permission

» Permission Rule : Read and Write permissions must have a User Name and cannot be blank
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— IP Filter: Restrict access to the card to only specific IP addresses: (using “*.*.*.*" allows
access from any IP address)

. .
% E n vl S I 0 n [03:33:13] Internal diagnestic self-test passed.

HTTP/HTTPS ISRNSFSSIM FTP/FTP-SSL | SSL Information | RADIUS Server | LDAP Server 2]
Management Protocol

Enable TELNET Function *

UPS On/Off Schedule

eSS uneen
SNMP. SSH port * 22

+ Notification
; TELNET/SSH Account
Web/Telnet/FTP

BAChet Same as HTTP account/password settings
EV-PROBE-TH User Name Password Permission IP Filter
D Log Information

% SNMPView Lite

v
~
v
v
~
v
~
~

* : System will reboot when these items have be

[ ropiy ] reser |
|
e FTP/FTP-SSL - The menu will provide options to configure and set up the FTP/FTP-SSL access.
Management Protocol
— Enable FTP Function: Check the box to enable the FTP function.
— Enable FTP-SSL Function: Check the box to enable FTP-SSL protection
— Implicit FTP-SSL: Check the box to define a specific port for the client (990) to be used for
secure connections
— FTP(S) Server Port: Select the port for server FTP(S) communications
» Implicit FTP-SSL option forces the FTP client to connect securely from the start
— Enable SFTP Function: Check the box to enable SFTP function
— SFTP Server Port: Select the port for SFTP server communications.
FTP/FTP-SSL Account
— Same as HTTP account/password settings: Checking this box will automatically duplicate
the settings used for setting up the HTTP/HTTPS communications.
— User Name: If not duplicating the HTTP settings, create or enter a User Name, (up to 8 are
allowed) in the provided field for FTP access to the EV-NETCARD-1G card.
— Password: Create and use a password for each User Name to protect against unauthorized
FTP access.
— Permission: Sets the level of user rights when accessing the EV-NETCARD-1G via the web
browser. The options are: No Access / Read / Read&Write
» Permission Rule : At least one user account must have Read/Write permission
» Permission Rule : Read and Write permissions must have a User Name and cannot be blank
When all the configuration settings are completed, press the “Apply” icon and the card will
reboot for all configurations to take effect.
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% E n Vi S i o n [03:33:13] Internal diagnostic seli-test passed
r

HTTP/HTTPS | TELNET/SSH SIS SSL Information | RADIUS Server | LDAP Serve e
Configuration
Management Protocol
UPS Configuration —
Enable FTP Function
UPS On/Off Schedule
e FTP-S5L Func
e R functen
Web/Telnet/FTP Enable SFTP Function
BACnet SFTP Server Port 22
EV-PROBE-TH
Cwoss (I FP/FTPsSL Account
Same as HTTP account/password settings

D Log Information User Name Password Permission
E SNMPView Lite

[< <]

| I

o

¢ SSL Information - The EV-NETCARD-1G card supports HTTPS protocol and varies SSL
encryptions version for network connection. User may upload its Public Key and Certification
for authentication.
HTTPS Protocols - Select the encryption version to be used from the list provided:
— SSLv2
— SSLv3
— TLSV1.0
— TLSv1.1
— TLSv1.2
— TLSVv1.3
Once the selection is made, press the “Apply” icon. The card will then reboot with the updated
SSL version.
SSL Information - Use the steps in this section to upload the SSL certificate. When both public
key and certificate are uploaded to EV-NETCARD-1G web server, the SSL communication
encryption will be activated.
— Select Public Key: Search and find the Public Key file to upload to the web server. When
found, press the “Upload and Replace” icon.
— Public Key Length: Lists the length of the Public Key loaded into the web server.
— SSL Certificate: Search and find the SSL certificate file to upload to the web server. When
found, press the “Upload and Replace” icon.
— Issued To / By: Lists the issuer and recipient of the SSL Key
— Valid From / Until: Lists the term of validity for the certificate.
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(To communicate via HTTPS, make sure to enable HTTPS port 443.) To have the EV-NETCARD-
1G create its own public key and certificate, please refer to OpenSSL software on the OpenSSL
website at: https://openssl-library.org/source/

@ E n Vi S i o n [03:33:13] Internal diagnostic self-test passed.

O - -
Information HTTP/HTTPS | TELNET/SSH | FTP/FTP-sSL [ESMINCISWEREGM RADIUS Server | LDAP Server

Configuration
HTTPS Protocol
UPS Configuration
O ssLvz2
UPS On/Off Schedule
5511
Dssvs
Wireless LAN OTsvio
=+ Notification TLSv1.2
Web/Telnet/FTP TLSv1.3
BACnet Apply *
EV-PROBE-TH
m *: System will reboot when 'Apply' has been pressed.

i SSL Information
Log Information
S5L Public Key Choose File | No file chosen Upload and Replace

% SNMPView Lite SSL Certificate Choose File | No file chosen Upload and Replace

ssued To NetAgent

ssued By NetAgent

Valid From 2022-01-01

Valid Until 2025-01-01

NOTE: When connecting the EV-NETCARD-1G using HTTPS, with its own generated public key
and certificate, the web browser may show an error, please ignore and continue.

« RADIUS Server - RADIUS server authentication is supported on the EV-NETCARD-1G card. It
can be configured and activated via the menu options.

UPS
RADIUS SERVER

EV-NETCARD-1G

USER |
J

& Access Request _
S >
<

ACCESOSI;J‘CCEPI Access Accept

: i OR
Access Reject Access Reject

Access Request
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— Enable RADIUS in Web/Telnet Login: Select “Yes” or “No” from the dropdown menu

— RADIUS Server Address: If using RADIUS, enter the IP address of the RADIUS Server

— Authentication Port: Enter RADIUS port number (The default is 812)

— Shared Key: Enter the Shared Key between RADIUS Server and client

— Connection Timeout: Sets the number of seconds to suspend the login time after the
RADIUS server is rejected

— Connection Retry: Sets the number of connections to the RADIUS server after connection
failures.

When all the configuration settings are completed, press the “Apply” icon.

. .
% E nVI s I o n [03:33:13] Internal diagnostic salf-test passzed.

Enable RADIUS in Web/Telnet login

RADIUS Server Address

Authentication Port 1212

shared ey

Connection TimeOut 5 second(s)
3

Wweb/Telnet/FTP

Connection Retry
BACnet

EV-PROBE-TH

D Log Information
% SNMPView Lite

o LDAP Server - LDAP is a vendor-neutral software protocol used to lookup information or
devices within a network. For setup information, please see your server settings.
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CEL

Information

Configuration
UPS Configuration
UPS On/Off Schedule

Web/Telnet/FTP
BACnet
EV-PROBE-TH
Modbus
System

D Log Information

Envision

HTTP/HTTPS | TELNET/SSH | FTP/FTP-SSL | SSL Information

MINUTECCMAN

FOWER TECHNGLOGIES

[03:33:13] Internal diagnostic self-test passed.

IR VT L DAP Server

Enable LDAP in Web/Telnet login
LDAP Server Address

Security Connection

Server Port

Distinguished Name

User Attribute
Permission Attribute
Permission Read/Write

Permission Read Only

% SNMPView Lite

B BACnhet

The EV-NETCARD-1G card supports BACnet/IP (Building Automation and Control/Internet
Protocol)
— BACNet Device: Use this menu option to configure the device ID and access port number
for the EV-NETCARD-1G card when using BACnet for communications.

= BACNet Device ID: Enter the assigned ID number to use for the card. (-1 is Out of

Service)

» BACNet Port (0-65535): Enter a BACNet port number for the card.
— Notification: Configure the recipients for notifications from the card.

» Destination IP: Enter the IP address, (up to 4), for receiving notifications form the EV-
NETCARD-1G card.

» Accept: Set to receive notifications or not

» Port (0-65535): Enter the BACNet Port number for the recipient.

» Severity: List the type of notifications to send to the recipient: (Alarm or Event)

» Description: This is an open field which provides a field to make notes for the
administrator’s reference.

When all the configuration settings are completed, press the “Apply” icon and the card will
reboot for all configurations to take effect.
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. . _
% E nVI S I 0 n [03:33:13] Internal diagnostic self-test passed.

Configuration .
BACNet Device

UPS Configuration N
BACNet Device ID * (-1 = Out of service)
UPS On/Off Schedule

-—p —

Notification

_ Destination IP Accept Port (0-65535) Severity Description
+ Notification
Web/Telnel/FTP
1 = Fnd | |
EV-PROBETH ] Mo v
— T
D Log Information * : System will reboot when these items have been Applied.

% SNMPView Lite

‘ Alarm vl | |

HHHH
11

] | |

B EV-PROBE-TH

The EV-PROBE-TH is an optional external environmental sensor and hub device. Its primary
purpose is to detect temperature, humidity and water conditions and trigger alarms when
conditions warrant. The EV-PROBE-TH also contains a built-in RF receiver for use with other
external sensors such as smoke and contact sensors.

e EV-PROBE-TH

— EV-PROBE-TH: The EV-PROBE-TH, when configured, will sound an audible alarm and trigger
a trap or warning message when it detects temperature and humidity values or standing
water below and above the programmed settings.
» EV-PROBE-TH: Enable or disable the probe function
» Humidity (%): Program the minimum and maximum thresholds for humidity alarms.
» Temperature (°C): Set the minimum and maximum thresholds for temperature alarms.

— Security Label: Connect up to 7 additional contact sensors that communicate with the EV-
PROBE-TH via RF. Use this section to set a descriptive location or name for each installed
contact sensor.
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% E nvi S i O n [03:33:13] Internal diagnostic self-test passed.

EV-PROSE TH [ o
Configuration
EV-PROBE-TH
UPS On/Off Schedule FV-PROBETH
Critical UnderRun Critical OverRun

Humidity (%)
EEX Temperature ¢°0) ] 20

+ Notification
Security Label

Web/Telnet/FTP
BACnet Label 1 Security1 Status

EV-PROBE-TH Label 2 |SECJ'\(‘,': Status
Modbus
[ Modbus | Label 3 [securtys staus

|

|

Label 4 |SECJ'\(‘,'4 Status |

D Label 5 [contact |
|

|

% SNMPView Lite Label 7 [security status

e Calibrate - Use this tab to verify and calibrate the EV-PROBE-TH temperature and humidity
settings. Use an external sensor to verify conditions and enter in the respective fields.

When all the configuration settings are completed, press the “Apply” icon.

% E nvi S io n [03:33:13] Internal diagnostic self-test passed.

[AT8Z:{el: IR W Calibrate o

Configuration

UPS Configuration R
Temperature (°C)

UPS On/Off Schedule
(%) ‘
Humidity (%)

SNMP

+ Notification
Web/Telnet/FTP
BACnet

EV-PROBE-TH

] o viormaion |
g8 swrvew e
B MODbus

Use this menu option to set the MODbus settings on the EV-NETCARD-1G card.
— MODbus on TCP/IP: To deactivate use of the MODbus function over TCP/IP, use the default
(-1) setting. If activating, then select a port from 1-255.
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MODbus on RS485: Program the settings for use of the MODbus function over a RS485

connection.

When all the configuration settings are completed, press the “Apply” icon.

TE

Information

[03:33:13] Internal diagnostic self-test passed.

Envision

Modbus on TCP

Modbus on TCP Device ID *

DH = Qut of service)
Modbus on RS485

Transmission Mode

Device ID

Modbus
O
& swrerie

Mode Full Duplex v
Baud Rate 9600 v
Data bits 3w

Parity one v

Stop bits

*: System will reboot when these items have been Applied.

B System

Use this menu option to set the EV-NETCARD-1G card system time, language and SYSLOG

configuration.

e Date/Time - Synchronize the EV-NETCARD-1G card with an external source or internal Time

Server for correct date and time settings.

System Time:

» System Time (yyyy/mm/dd hh:mmm:ss): Set the initial date and time to manually display

on the EV-NETCARD-1G card.

Time Between Automatic Updates: Sets an interval for time synchronizations.

Time Server: The use of an internet-based time server can be selected from the drop

down list or add other time server manually.

» Time Zone(Relative to GMT): Choose the time zone for the installation site by selecting an
option from the dropdown menu, (relative to the GMT time zone).

» Using Daylight Saving Time: Select “Yes” or “No” for using the automatic daylight savings
adjustment feature.

Restart:
» Auto Restart System for Every (0 is disabled): Set the EV-NETCARD-1G to restart

automatically at preset hour or minute or select “0” to disable. Press “Apply” to complete
the programming.

» Manual Restart System After 30 seconds: Press the “Apply” icon to perform a restart of
the EV-NETCARD-1G card. (The restart has a 30-second delay after pressing “Apply”.
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When all the configuration settings are completed, press the “Apply” icon.

LU Envision

DEICANNEN Language | SyslLog Setting | Save/Restore e

[03:33:13] Internal diagnostic self-test passed,

Configuration
UPS Configuration
UPS On/Off Schedule

Web/Telnet/FTP

SNMP Time Zone (Relative to GMT) GMT v
+ Notification Using Daylight Saving Time MNO v

000/01/01 19:43:4

System Time (yyyy/MM/dd HH:mm:ss)

Time Between Automatic Updates

‘B3

e

BACnet

EV-PROBE-TH

Restart

Auto Restart System for Every (0: Disable) Apply @
D Log Information
Manual Restart System After 30 Seconds Apply

% SNMPView Lite

e Language - Program the preferred language interface settings for the EV-NETCARD-1G card.

— Interface Language: Select the preferred language to use for the web browser interface of
the EV-NETCARD-1G card. When first logging in to the EV-NETCARD-1G webpage, it will
auto detect the default OS language of the PC and show the same language until changed
and active using this option.

Languages supported by the EV-NETCARD-1G card:

® English o FiehxX o fEiigF X
® Deutsch ® sl ® BAEEE
® Portugués ® Pycckunin ® 'lny

® Espafiol ® Polska ® Turkce
® Francais e Italiano

NOTE: Cookies must be enabled on the web browser before using this function.
— Email Preference: Select the language preference when sending email and SMS alarm
messages.
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. . _
% E nVI S I 0 n [03:33:13] Internal diagnostic self-test passed.

Information Date/Time [REREGEECE SyslLog Setting | Save/Restore o

-
Configuration
Interface Language
.
@® English s

UPS On/Off Schedule

F— O Deutsch O e
Wireless LAN O Portugués O &tz
O Espafiol O B#:E
+ Notification O Frangais O Pycckuin
Web/Telnet/FTP O Italiano O g
BATIET O Turkge O Polska

EV-PROBE-TH
(Note: Setting preferences will not work if you have disabled cookies in your browser.)
Modbus

System Email Preferences
D Log Information Use below interface language in Email SMS and Wechat
English v

notification
% SNMPView Lite

e SYSLOG Setting - Use this menu option to set the SYSLOG configuration.
— Enable Syslog Server: Select No or Yes for activation of the Syslog function.
— Syslog Protocol: Choose either UDP or TCP for the Syslog protocol
— TCP Octet Counting: Check if using TCP Octal counting
— Syslog Server Address: Program the network address of the Syslog server.
— Syslog Port: Choose the port to use for communication with the Syslog server

When all the configuration settings are completed, press the “Apply” icon.

- -
% E nVI s I o n [03:33:13] Internal dizgnostic self-test passed.

Date/Time | Language ESYEIR-:ECII-@ Save/Restore

Information

Configuration
UPS Configuration
Enable SysLog Server -NO v
UPS On/Off Schedule
IENU I | | cyios server address
+ Notification SysLog Port
Web/Telnet/FTP
BACnet
EV-PROBE-TH
o

D Log Information
% SNMPView Lite
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e Save/Restore

— Save Current Configuration: Choose “Encrypted” or “Unencrypted” from the drop down
menu to save the current EV-NETCARD-1G configuration to the PC. If uploading to another
computer, select “Unencrypted”. The default name of the text file will be:

YYYY_MMDD_####.cfg.
NOTE: Administrator permission required to save the file.

— Restore previous configuration: Use this menu option to restore a previously saved
configuration. Select “Browse” and to locate the file and press the “Restore.” icon.

— Reset to factory default: Selecting this option will reset all features of the card to its default
values.

[03:33:13] Internal diagnostic self-test passed.

LT Envision

DELCI T R EL - TEECRESTH RS Save/Restore e

UPS Configuration

Save current configuration ‘ Unencrypted(for upload on other device) V|
UPS On/Off Schedule
Restore previous configuration | Chaose File | No file chosen

SNMP
+ Notification

D Log Information
% SNMPView Lite

4.4.3 Log Information
B EventLog

A calendar of events that occur to the UPS.

— Event List: The Event Log displays a record of all events that occur to the UPS, stamping the
event by Date and Time. It also provides a detailed description of the event. Select any
month or year on the calendar and the events from that month will be displayed. Events
can also be filtered by Type: Severe, Warning or Notification. Press the “Refresh” icon and
the calendar will update events from the previous refresh. Press the "Today" icon for a list
of events for the current day. Press the “Save” icon to download the current list of events
to a PDF document.

— Event Census: Present the recorded events, within the defined time frame in a statistical
manner.
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Information

[08:08:21] Qutput Off

B Datalog

Configuration
o5 rformaion [dfzoze <] [l10 D] [awems ] =3
Event Log
October 2024 @@
._ Sun. Mon. Tue. Wed. Thu. Fri. Sat.
Management [10-18 08:07:18]
. - 10 20 30 410 50 [10-18 08:07:18]4
% SNMPView Lite 00 !
i)
60 70 80 9@ 100 10 120 " Events List
(A Rl Events census
1
[10-09 16:12:39]4
130 140 150 160 170 180 190|000 161038]
(1] 00 [10-09 16:10:38]§ T
L) L O [10-09 16:10:33); 18.23% T tse
[10-09 16:06:13]4 3.85% i
200 210 GP 230 240 250 260 |;oi i 5 e
[10-09 16:06:13] 19.23% 102300
[10-09 16:05:02]4 =
[10-09 16:05:02]
270 230 290 300 310 RS
[10-09 16:04:26];
[10-09 16:02:51];
@ UDS has switched to battery power. @ Internal diagnostic self-test passed.
wtility power has been restored. Qutput OFf
Shutdowin Imminent NetFeeler Communication Lost
oo g Bower ® System On

e Data Chart - Records a real-time set of data points concerning the UPS: Input Volt.(V); Output
Volt.(V);, Freq.(Hz); Temperature(°C), Battery Volt.(V); Capacity(%) and Load(%). Logs can be
saved in CSV format by clicking on “Save”. The bar on top can be adjusted to check the log
status at specific time of the day.

[02:08:21] Output Off

Information

Data Chart ETEREF-SEVEIERIETE T4

Data Chart--2024/10/22
D 109 610 10 -120.75 - 0 840 110
N PR . ’ Qe L, Lee e
84 s0.6 8 -120.65 8 83.6 106
% 64 s0.2 6 -120.55 | | s Fas2 102
54 s0.0 5 120.50 #* * * = - - * H Fea.0 100
4 so8 4 -120.45 | \ \ | ", / 4 |s28 [os
3 596 3 12040 p—o—4 Ve \ ¢ oo o d ‘ -~ 3 Fe25 o6
24 s9.4 2 120.35 | .‘_‘ ' .‘-‘ [ 2 Faz2.a o
14 59.2 1-120.30 L4 ¢ t F1 [F8z2.2 92
o sen 0120258 ® 8 ® 8 8 8 § ¥ § ¥ § 8 ¥ U S U W YT UG TS S WD Lazo Lao
08:10 08:15
—&— Input Volt.{v) output Valt.(v) Freg.(Hz) —¥— Temperature(*C)
—8— Battery Volt.(V) —=— Capacity(%) —&— Load(%)
Date of Datalog: 2024/10/22
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e Data Log - This menu option records UPS statistics in a list format and are date and time
stamped as they occur. This list includes:

Input Volt(V) Output Volt(V)
Freq.(Hz) Load(%)
Capacity(%) Battery Volt(V)
Cell Volt(V) Temp.(°C°F

NOTE: When the EV-PROBE-TH is installed, data from connected sensors will also be available.

[08:08:21] Output OFF
No. DatefTime Input Volt.(v) Ou[pu Volt.(v) Freq (Hz)  Load(%) Capacity(%) Battery Volt.(v) Cell Vol TEmpt‘C"F
- 1 20241022 08:18:58 .4 .0 0 83.0 83.00
D 2 1022 08:18:36 0 83.0 83.00
3 1022 08:18:13 0 83.0 83.00
2 10-22 08:17:50 0 83.0 83.00
K 5 10-22 08:17:28 0 83.0 83.00
6 1022 08:17:05 0 83.0 83.00
7 1022 08:16:42 0 83.0 83.00
8 1022 08:16:20 0 83.0 83.00
9 10-22 08:15:57 0 83.0 83.00
10 1022 08:15:34 0 83.0 83.00
11 10-22 08:1 0 83.0 83.00
12 10-22 0811 0 83.0 83.00
13 1022 08:14:26 0 83.0 83.00
14 1022 08:14:04 0 83.0 83.00
15 10-22 08:13:41 0 83.0 83.00
16 1022 08:13:18 0 83.0 83.00
17 10-22 08:12:56 0 83.0 83.00
18 10-22 08:1 0 83.0 83.00
9 10-22 08:1 0 83.0 83.00
20 1022 08:11:47 0 83.0 83.00
21 10-22 08:11:25 0 83.0 83.00
2 1022 08:11:02 0 83.0 83.00
23 10-22 08:1 0 83.0 83.00
24 1022 08:10:17 0 83.0 83.00
25 1022 08:09:54 0 83.0 83.00
26 1022 08:0 0 83.0 83.00
27 10-22 08:09:08 0 83.0 83.00
28 2024-10-22 08:08:46 0 83.0 83.00
Date of Datalog: 2024/10/22 » 1

o Data Statistics - Provide details and directions for the current day Data Statistics of the
connected UPS.

& Envision

Information

_ PEIENG EL R EIENRT -l Data Statistics

Configuration i Name Nurber Of Data Maxismm Value Minimuen Valoe Average Valne e Standard deviation
- o - 1223 1193 1210 3 05

D Log Information ! Input Volt.(V) 124 00:45:36 07:24:56 2024-10-22 2024-10-22 2024-10-22

Event Log 2 Output Velt.(V) 1324 P'O 0o 0o oo

e

08:20:08 08:20:06 20241022 2024-10.22
2 - 50.0 0.0 60.0 0.0
3 Frea(Ha) L2 08:20:06 08:20:06 2024-10-22 2024-10-22 2
P oG 1o 00320 005320 005320 00100 0000
Management e < 08:20:06 08:20:06 2024-10-22 2024-10-22 2024-1022
. . - 830 830 530 00 00
% SNMPView Lite ’ Battery Valt(V) 124 08:20.06 08:20.06 2024-10-22 2024-10-22 2024-10-22
o - 53.00 §3.00 5300 0.00 0.00
s Cell Volt (V) 1324 08:20:06 08:20:06 20241022 2024-10-22 20241022
R o - 00 00 0.0 0.0 0.0
7 Load(%s) L3z 08:20:06 08:20:06 2024-10-22 2024-10-22 2024-10-22
1000 1000 1000 00 00
- 3
g Capacity(%) 1 08:20.06 08:20:06 2024-10-22 2024-10-22 2024-10-22

Date of Datalog: 2024/10/22
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e User Log - Provides a running log actions performed through the EV-NETCARD-1G card.

% E n Vi S io n [08:08:21] Output Off
n Date/Time User Name Log Content
2024/10/18 13:55:59 UPS Action(No.1) be added by user
2024/10/18 13:44:17 Cancel Test be sent by user
eros 2024/10/09 14:02:45 Timer Server Settings be modified by user
2024/10/09 19:02:24 Timer Server Settings be modified by user
% 2024/09/26 18:55:04 User logout NetAgent from Telnet/SSH(192.168.168.169)
2024/09/26 18:57:17 User login NetAgent through Telnet(192.168.168.169)
2024/09/26 18:57:02 User logout NetAgent from Telnet/SSH(192.168.168.169)
2024/09/26 18:55:23 User login NetAgent through Telnet(192.168.168.169)
2024/09/26 17:37:32 Test Mail(mis@minutemanups.com) be sent by user
2024/09/26 17:36:43 Test Mail(mis@minutemanups.com) be sent by user
2024/09/26 17:36:30 Test Mail() be sent by user
2024/09/26 17:36:24 Email Settings be modified by user
2024/09/26 17:35:51 Test Mail() be sent by user
2024/09/26 17:35:48 Email Settings be modified by user
2024/09/26 17:35:06 Test Mail() be sent by user
n co
Show Log Type

4.4.4 Management
B Envision Web

e Netcard Web - This menu option will display all of the Envision Netcards installed within the
network. Each card listing will include: its serial number; Mac Address; Hardware/Firmware
version and IP-address. Highlight and select a card to bring up available configuration options.

— Settings: Updates and changes can be made to the network accessibility of the Envision
Netcard. If the fields on this window are left blank, the EV-NETCARD-1G will not be accessible.
% WARNING: Any changes made can have a direct affect on the accessibility of the card on
the network.

» |PV4 Address: Enter a new IP address using, DHCP, Bootp or manually entering a static IP
address. If entering a static, enter the preferred IP address, Subnet Mask and Gateway
address in the provided fields, then press “OK".

» |PV6 Address: Create an IPV6-based address for the card using: Automatic, Stateless
DHCPV6, DHCPV6 or automatic options. If using “Manual” enter the preferred IP address,
IPV6 Prefix and the Gateway address in the provided fields, then press “OK".

» Advanced: Set the preferred available protocol functions used by the card. The card can
accept one or more of the following: HTTP, HTTPS, TELNET, and SSH. When selecting an
option, input the port number to use for that option. When completed, press the “OK”
icon.
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= Password: Set or change a password for access to the card. If a password is previously in
use, enter the old password in the field provided, then enter the new password and
confirm it before pressing the “OK” icon.
— Upgrade: When selected, follow the instructions to download the new configuration file
created for the card.

— Browse: Selecting “Browse” will directly redirect the web browser to the webpage of the card.

If the EV-NETCARD-1G is accessible by WAN IP, the Envision Web utility will also be able to list
out all the other available EV-NETCARD-1G cards under same LAN. (HTTP port 81 must be

enabled on the EV-NETCARD-1G with WAN IP and domain to be as http://xxx.xxx.xx:81 where
(xxx.xxx.xx) is the WAN IP or domain name.

% E nvi S i 0 n T3] Internal diagnostic self test passed.

E Log Information

NetAgent

Device MAC Address Hardware Firmware IP Address
Management ¥ 3927220890 00:03:EAT4AZI9A HCY504 3.8.CY504 192.168.168.18
Envision Web
Hardware VersiEV-NETCARD-1G @ settings & Upgrade
File Manager F\rmwarﬂ‘a’erswn 3.8.CY504

MAC Address:0 (EAT4IA2:9A & Browse
IPV4 Addr:192. 168 168.18

Serial Port Debug
_ Locallink Addr:[fe80::203:eaff:fe14:a29a]

ir:
About IPv6 Addr:

% SNMPView Lite

®m File Manager

Use this menu option to manage Datalog files generated by the EV-NETCARD-1G card as well as
configuration files used for the batch programming multiple cards over a network. Once the
datalog files have been reviewed, they can be saved or deleted. If a “dat. File” is deleted, the log
record will also be erased on the Log display of the card, under the Log Information menu tab.

« s
E nVI s I o n [03:32:13] Internal diagnostic self test passed.

Fle Manager
UNENEACE L

-1
log
E Log Information u-disk Current Location:log

(]
0 n Py 9
Management u Type Name Size Modified Time Access Time
5 O datalog 2000/91/01 20:00:19 2024/09/26 67:56:20
E -
= 0 eventlog 2000/91/01 20:00:31 2024/09/26 67:56:20
File Manager -
A O batteryl 2024/09/25 ©7:36:20 2024/09/26 67:56:20
Serial Port Debug -~ reeryion e e -
_ 0 smslog 2024/99/26 @7:56:20 2024/@9/26 07:56:20
About [m] userlog 2024/99/26 17:35:87 2024/09/26 67:56:20
0 snmpview 2009/01/01 20:32:42 2024/09/26 67:56:36
% SNMPView Lite - . . .

totsl @ files,6 directories.
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B Serial Port Debug

Logs the communication status between the EV-NETCARD-1G card and the UPS, listed through
Sent and Received sections.

¢ Debug Information - Commands can be sent automatically by the EV-NETCARD-1G card to the UPS.
Commands can also be manually sent by entering the command to the UPS in the "Sent Content”
field. Select either ASCIl or Hexadecimal format when sending commands.
— SentInformation: This section shows the real time sent commands in chronological order to
the UPS.
— Received Information: This section displays the responses of the UPS to the EV-NETCARD-
1G card.

[03:33:13] Internal diagnostic self-test passed.

L. Envision

Debug Information [dgdli{elgnENGL] (2]
Configuration

D Log Information @ASCIl OHexadecimal

- Sent Information
File Manager

Serial Port Debug

2024/11/15 06:47:54 AP0O03MOD
2024/11/15 C :47:52 APOO3MAN
~PO03ST4

% SNMPView Lite

—

APO035T3
APQO3ST1
APO035T2
APO0D3STS
APOO3LET
"PO03SDA

APOO3STR

2024/11/15 OQ 4736 APO03ST4 v
Received Information

ADO06PARATK

Voltronic Power

AD0015

~D021599,1,1206,0000,00000
AD0270,5%9,1,1198,0000,00007,000
~D0290,0,0,00000,497,100,0276,0004
AD014000,1,600,1206
~D0240,0,0,0,0,0,,0,,,0,,,0

AD00201

2024/11/15 06:47:40 ~D0011

2024/11/15 06:47:38 AD0011 hd

2024/11/15 06: :34

-——

¢ Port Information - Configures the communication parameters between the EV-NETCARD-1G
card and the UPS. The available parameters are: Debug Mode, Port, Speed (Baud), Data Bits,
Parity and Stop Bits. The two encoding formats are: ASCIl or Hexadecimal.
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% E nVI S I 0 n [03:33:13] Internal diagnostic self-test passed.

1A TG FGL I Port Information
Configuration
D Log Information Debug Mode Auto hd

File Manager Data Bits
Serial Port Debug Parity
Hel
—— T

% SNMPView Lite

ICT H
E]
3
<

|
B Help

The EV-NETCARD-1G card offers an online Help resource library that provides answers to
questions and description on the function if individual pages of the web browser interface.

& Envision

UPS Status System Information [ UPS Information ] [ Network Status ] [ Connections Status } [ Wireless Status

System Status

Remote Control

SMS Modem Status
NetSwitch Status by EV-NETCARD-1G itself. Other values are user settings from the Configuration pages.
EV-PROBE-TH

Configuration
D Log Information

This tab is to show EV-.NETCARD-1G system information. Values in Hardware Version/Firmware Version/Serial Number/System Time, are provided

B About

¢ About - Displays the hardware and firmware revisions as well as the serial number for the
card.
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- -
% E nVI s I 0 n [03:33:13] Internal diagnostic self-test passed.

Configuration
D Log Information Firmware Version

Serial Number HH56240900001
File Manager
Serial Port Debug

3.12.BA506.Para.4

Para Systems, Inc.
Tel: +1-972-446-7363 | TOLL-FREE 800-238-7272
e-mail: service@minutemanups.com

E SNMPView Lite Webpage: http:/www.minutemanups.com

|
e Firmware Update - This menu option is used for updating the firmware of the EV-NETCARD-

1G card.
— Update by FTP/SFTP:
» Protocol Type: Set the protocol between FTP and SFTP using the dropdown menu
FTP/SFTP Server: Enter the FTP server location on the network for the firmware update
» User: Customer’s user credentials
» Password: Enter the password for the user.
When the information has been entered, select “Apply” to save the settings. The firmware will
commence according to the programmed settings. Press the “Update Now” to manually

perform the firmware update.

» Check for New Firmware: Select an interval date from the dropdown menu.
» Auto Update: Select an interval and time to perform the firmware upgrades using the
dropdown menu and open field.

When the information has been entered, select “Apply”. The firmware will update according to
the programmed settings.

— Update by Web:
» Current Firmware Version: Displays the current firmware used by the EV-NETCARD-1G

card
» Firmware update: Choose a specific folder and file to use for updating the firmware of

the card, then press the “Update Now>>" icon to begin the update process.
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% E n I S I o n [03:33:13] Internal diagnostic seli-test passed

Update by FTP/SFTP
D Log Information Protocal Type

Serial Port Debug poos
Check for New Firmware Every

% SNMPView Lite Auto Update rery[No ]t (Hour : Minute)

Update by Web

Current Firmware Version 3.12.BA506.Para.4
Firmware Update Choose File | No file chosen Update Now >>

Para Systems, Inc.

Tel: +1-972-446-7363 | TOLL-FREE 800-238-7272
e-mail: servi
Webpage: http:

nutemanups.com
minutemanups.com

4.5 SNMPView Lite

SNMPView Lite provides a single platform for real-time monitoring and programming of up to 9
active EV-NETCARD-1G cards over a network connection.

m UPS Status

e UPS Status - The UPS Status page can provide a real-time display of up to 9 EV-NETCARD-1G
cards over a network connection. The monitoring screen will show the current UPS connection
status in graphic mode with Voltage, Frequency, IP-address and other information. Any of the
9 active cards displayed can be removed and/or replaced with other cards on the network
using the Configuration menu.

& Envision (0921401 ECO A

ups tatus

] o riormion | e .
192.168.168.8 18 192.168.168.18 8 192.168.168.42 8
] v | % == | 1—9%

UPS Status

———— — —
192.168.168.66 8 192.168.168.78 8 192.168.168.80 8

As A As
ap ap

o

192.168.168.92 8

-9

minutemanups.com | 800.238.7272




MINUTECCMAN

FOWER TECHNGLOGIES

B Configuration

¢ UPS Configuration - The Configuration page provides a real-time list of up to 9 EV-NETCARD-
1G cards over a network connection. The cards listed on this page will be the same as the cards
listed on the UPS Status page. Selecting any one card among the list will expand the detailed
information on that card.
— Settings: Review or Update and change the IP-address information for the card. The
security level of the card, (SNMPv1, SNMPv2¢, SNMPV3), can also be updated using this
screen.

— Browser: Selecting Browser will redirect the browser screen directly to the selected card.
— Delete: Selecting Delete will remove the card from the list of monitored cards and from the
UPS Status screen

[09:22:28] ECO not Active

& Envision

UPS Configuration ESEEuRehTAENI]

E Log Information E
NO. Controlled UPS UPS Status System Name System Location Uptime

% SNMPView Lite -1 192.168.168.18:161 Online UPS Agent My Office 119 days. 1:34:15.73
Input Volt.(v) 125.0 Output Volt.(v) 121.0 @ settings
Configuration Freq.(Hz) 60.0 Load(%) o
Event Log Capacity(%) 00 Battery Volt.(v) 41.4
AC/Bat Status AC Normal/Battery Temp.(°C/°F) 26.9/80.4
Data Log

Normal Online Status Online
One/Three Phase  1-Phase

& Browser

T Delete

»2 192.168.168.8:161 online 4 days, 5:20:29.17

e System Configuration - Provides an option to change the system settings for the cards
included on the UPS Status and Configuration pages. The changes on this page will only affect
the cards that are actively being monitored.

— SNMP: View the current port settings and community settings for the active cards on the
UPS Status page or make any changes desired. The SNMP polling interval for the cards
also can be altered. Use the “Period of No Response” field to change the number of times
the selected cards are pinged without response before an alarm is issued.

— Log: The Log fields allow for activating or deactivating the Event and Data logging functions.
The interval for the reporting of data and events can also be adjusted as well as the
creation of a backup log, if desired.
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% SNMPView Lite

Configuration

Event Log
Data Log

B Event Log

T

Envision

SNMP Broadcast Port (1-65534):
SNMP Broadcast Community:
Local Receive Trap Port (1-65534):
SNMP Polling Every (1-60):

Period of No Respond (2-10):

UGGl System Configuration

161
public
162

Secs

[09:22:28] ECO not Active

save Event Log:

Save Data Log:

Save Data Log Every (10-600):
Backup Log:

Yes ~
Yes hd

10

Yes

Secs (Not Less Than SNMP Polling Time)

e Event Log - Provides a monthly summary of events that occurred to the selected cards on the
UPS Status or Configuration pages. The default calendar of events is set to Monthly but can
be changed to view the current daily events. Use the drop down menus, then select “Refresh”,
to look at previous months events. The drop down menus can also be used to select specific
cards and the type of events to list: All, Severe, Warning and Information.

used.

&=

Configuration

Envision

Events List: Features a filtered list of all the events noted on the calendar by the settings

Events Census: Displays the filtered list of events in a graphical pie chart.

’ﬁ

D Log Information

‘1‘2024 V|>‘ ‘1| 10 V‘P‘ ‘AII Events

VHAII UPS

% SNMPView Lite
[

Event Log

Data Log

October 2024 <@

Sun Mon. Tue. Wed. Thu.
10 20 30
(Y o] 70 3@ 90 100
o
o
130 140 150 160 17@
o
(i)
200 210 Q7P 230 240
270 230 290 300 310

- I T

[192.168.168.18

[09:22:28] ECO not Active

[192.168.168.18 10-

[192.168.168.8 10-17 11:15:
[192.168.168.8 10-09 15:22:
[192.168.168.8 10-00 15:22:
[192.168.168.8 10-09 15:22:
[192.168.168.18 10-09 15:2
[192.168.168.18 10-09 15:2
[192.168.168.12 10-09 15:2|

180

250

minutemanups.com | 800.238.7272

[192.168.168.8 10-18 08:08:32]: UPS cor
[192.168.168.8 10-18 08:08:32]; Netwoy
[192.168.168.8 10-18 08:07:19]: UPS ha:
[192.168.168.18 10-17 11:15:20]: UPS c
[192.168.168.18 10-17 11:15:20): Netwy
[192.168.168.8 10-17 11:15:20]: UPS




B Data lLog

o Data Chart - The data chart provides a running stream of input, output and load factors for
a specific EV-NETCARD-1G card based on data points from the time intervals set in the System
Configuration page of SNMPView Lite. Select the individual card to monitor from the drop
down menu at the bottom of the page. Scroll the mouse over any of the data points to see the
specific values for that particular date and time. The beginning and ending intervals can be
adjusted by moving the vertical start and finish dates

% E n Vi S i O n [09:22:25] ECO not Active

Data Chart EICRE-SEELERI 1
Configuration Data Chart(192.168.168.18 2024/10/22)
D Log Information 4 s 1:5.90 [
q Show all

i i 126.7 |

% SNMPView Lite 1
) 126.6 -

UPS Status 1
Configuration 1 126.5
Event Log 126.4 -

Data Log 126.3 -

126.2

126.1 -

126.0 \
1259 l
1258 . .

—&— Input Volt.(v) Output Volt.(V) Freq.(Hz)

265

[} J- 26.0

L]
00:02:30 00:03

—¥— Temperature(:C ) —®— Battery Volt.(V) —®— Capacity(%)

—8— Load(%)

Log Date: 2024/10/22 UPS IP:| 192.168.168.18 ~ ‘

e Data Log - Provides the same information as the Data chart page but in a list of data points.
The default information on the screen represents the latest data points. Press the refresh icon
to update the information. To view earlier data points, select a date from the drop down menu
at the bottom of the page.

To save the information, press the Save icon and the information will be compiled into a csv
file which can be saved or viewed using a compatible viewer like Microsoft Excel.
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@ isi
= E nVI S I O n [09:22:28] ECO not Active
DEIENGGELE Data Log JEIEMENE L
Configuration
E No. Controlled UPS Date/Time Input Volt.(V) Output Volt.(V) Freq. (Hz) Load(%) Capacity(%) Battery Volt.(¥) Temp.(*C °F) System Name System Location
1 192.168.168.18 2024-10-22 14:40:24 1241 1 50.0 0.0 100 214 26.9/804__UPS Agent My Office
2 68.168.18 124.1 1 60.0 0.0 100 14 26.9/804 __UPS M)
E 168.168.18 125.0 50.0 0.0 100 214 26.9/804___UPS My
% 4 68.168.18 125.0 600 0.0 100 1.4 26.9/804 __UPS M)
5 68.168.18 1250 60.0 00 100 24 26.9/804 __UPS My
3 168.168.18 1250 60.0 0.0 100 214 26.9/804___UPS M)
7 68.168.18 124.1 60.0 00 100 24 26.9/804 __UPS My
B 168.168.18 1250 60.0 0.0 100 214 26.9/804___UPS M)
S 68.168.18 1250 60.0 00 100 24 26.9/804 __UPS
Data Log 10 168.168.18 1241 60.0 0.0 100 214 26.9/804___UPS
= 1 68.168.18 124.1 60.0 0.0 100 4 26.9/804 __UPS
12 192.168.168.18 125.0 60.0 0.0 100 24 26.9/804___UPS
13 2.168.18 125.0 60.0 0.0 100 4 26.9/804 __UPS
14 192.168.168.18 125.0 60.0 0.0 100 24 26.9/804___UPS
[B 68.168.18 124.1 60.0 0.0 100 4 26.9/804 __UPS
16 68.168.18 124.1 60.0 00 100 414 26.9/804 __UPS
17 192.168.168.18 10-2214:37: 1241 50.0 0.0 100 214 26.9/804 __UPS
18 68.168.18 1022 14:37: 124.1 60.0 00 100 214 26.9/804 __UPS
s 168.168.18 10-2214:37: 1241 50.0 0.0 100 214 26.9/804 __UPS
20 68.168.18 124.1 60.0 00 100 214 26.9/804 __UPS
21 192.168.168.18 1241 50.0 0.0 100 214 26.9/804 __UPS
22 68.168.18 124.1 60.0 00 100 M4 26.9/804 __UPS
23 192.168.168.18 125.0 50.0 0.0 100 214 26.9/804___UPS
24 68.168.18 125.0 60.0 0.0 100 14 26.9/804 __UPS
25 192.168.168.18 : 125.0 50.0 0.0 100 214 26.9/804___UPS
£ 107 1A= 168 1R P0oa1n 2214 1550 &nn 0o 100 212 Gamnd o -
Log Date: 2024/10/22 [ 1] UPS IP:| 192.168.168.18 v

o Data Statistics - The Data Statistics page provides a snapshot of minimum and maximum
values for the input and output of a specific UPS with an installed EV-NETCARD-1G card. The
information is limited to a specific date which can be selected from the field at the bottom of
the page. The information provided shows input and output voltage, frequency, UPS
temperature, connected load information and battery voltage.

[09:22:28] ECO not Active

LL Envision

i
nformation _—
ata C| (el Data Statistics
Conﬂgu ration No Name Number Of Data Maximum Value Minimum Value Average Value Variance Standard deviation

- 77 233 1254 11 11

D Log Information ! Input Volt (V) 5282 0011 08:27.01 2024-10-22 20241022 2024-10-22
210 203 1206 01 03

Management a0 = 000111 00:00:01 2024-10-22 2024-10-22 2024-10-22
- 70 00 00 00 00

% SNMPView Lite 2 Load(%) s 00:00°01 00:00:01 2024-10-22 2024-10-22 2024-10-22
500 500 500 70 [

UPS Status 4 Frea(tr) 5202 00:00.01 00:00.01 2024-10-22 20241022 2024-10-22

Configur - 28.0/824 257783 27.0/80.6 0.4/13 0611
5 Temp.(C/'F) 5202 005832 00:09:41 2024-10-22 20241022 2024-10-22
MEIRS 14 s 14 0.0 0.0
Data Log 5 e ) 22 00:00°01 00-00:01 2024-10-22 2024-10-22 2024-10-22
e 000 000 1000 00 00
z Capacty() g2 00:00:01 00:00:01 2024-10-22 20241022 20241022

Log Date: 2024/10/22 UPS IP: [192.168.168.18 v
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Additional Notices:

NOTICE: This product complies with the rules for Class B device, pursuant to Part 15 of the FCC rules
for radio noise emissions from a digital apparatus.

These limits are designed to provide reasonable protection against such interference in a residential
installation.

This equipment generates and uses radio frequency and if not installed and used properly, in strict
accordance with the manufacturer's instructions, may cause interference to radio and television
reception. If this device does cause interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

¢ Reorient the receiving antenna.

¢ Relocate the computer with respect to the receiver.

e Move the computer away from the receiver.

¢ Plug the computer into a different outlet so that the computer and receiver are on different branch

circuits.
e Shielded communications interface cables must be used with this product.

Life Support Policy

Para Systems does not support the use of any of its products in life support applications where the
failure or malfunction of the product can be reasonably expected to cause failure to life support
devices or to significantly affect their safety or effectiveness. Furthermore, Para Systems does not
recommend the use of any of its products in direct patient care.
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